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Lesson 6: Disaster Recovery Planning 

http://www.searchstorage.com/SANSchool
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Designing the SAN

*

Understanding SAN network topology

*

Choosing a SAN designs that meets your needs

*

Scaling up your SAN design

*

Designing for high availability

*

Using fault

-

tolerant connections

*

Tips from the trenches


________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


[image: image3.wmf]SAN School Chapter 6

Disaster Recovery Basics

•

Crafting a disaster recovery plan

•

Disaster recovery objectives

•

Sync and 

Async 

data replication

•

The importance of bandwidth, distance, and latency

•

Designing the solution
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Average cost of 1 hour of downtime per industry
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Recovery Time Objective:

(RTO) The amount of time that it takes to get your systems 

back online

. 

Recovery Point Objective:

(RPO)This is the last consistent data transaction prior to the 

disaster. If you had a disaster, how much data would be 

lost? 

The Recovery Objectives: The Two Determining Factors

Designing for Disaster Recovery


____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


[image: image7.wmf]SAN School

The difference between DR and a BCP

:

The Disaster Recovery plan (DR) focuses on  getting your busines

s 

back up and running after a major outage

The Business Continuance plan (BCP) focuses on keeping your 

business running DURING the disaster. 

The disaster plan makes sure your data is safe, the business con

tinuance

plan makes sure you can get to it during the disaster.
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Create a detailed plan based on  your requirements:

•

Budget

-

what’s this going to cost?

•

Remote site location

-

how far away is far enough?

•

Replication method and costs

-

how do I replicate my data

•

Client access

-

how do I get to my data

•

Critical records analysis

-

do I copy everything?

•

Application dependencies

-

what server needs what other server?

•

Staff training

-

does everyone know where to be, and what to do?
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Crafting a SAN Based Disaster Recovery Plan

How much data do I need to copy: 

You should have to copy ALL your data to your disaster site only

once. 

Once the bulk of the data is there, you only need to copy the da

ta that changes from day to day. 

What can I afford to lose: 

In most cases, you cannot afford to loose ANY data. But to be re

alistic, some 

data WILL be lost in a disaster (like the in

-

flight transactions between the sites at the time of the disaste

r). 

Your goal should be to loose as little data as possible. 

How far does it have to go:

Some companies now have to comply with new government regulation

s 

which require greater distances between production and recovery 

data centers than was previously 

required. To be on the safe side, a few hundred miles would make

sense to be safe from most disasters. 

Latency and Bandwidth: 

The speed of your remote links will determine how much data can 

be copies in what time period. 

This is pure physics. The faster the link, the more data that ca

n be copies in a given timeframe. Distance may your determine 

solution

How many servers are involved: 

When the data from many servers needs to be replicated for disas

ter 

recovery, host based software replication makes less and less se

nse. It can be more expensive to buy a 

software license for each server for host based replication soft

ware, than it would be to buy SAN storage 

arrays that have replication capabilities in hardware, and conso

lidate all the data from those servers into the 

SAN.
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The DR plan:

Do I use host based or storage based replication

Do I use Synchronous or Asynchronous

What SAN extenders do I use? (DWDM, FCIP, 

iFCP

, Sonnet)

What data is critical to copy? Copy everything?

How far do I need to copy my data?

How much data do I generate each day?

How fat a pipe do I need to move the data?

What is the performance impact to my Apps?

How do I do backup while in disaster mode?

Do I lease or do I buy?

Can all this stuff be outsourced?

Keeping your data safe
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The BCP:

•

Operating system choices

•

Clustering technologies

•

Fault tolerant hardware

•

Application based recovery solutions

•

VPN Technology

-

Stretched Network

•

Web Portals to access data

•

Leased compute nodes

•

Data center issues

•

People issues (Parking, security, etc.)

Keeping your business online
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Speed Of Light

•

300,000 KM/Second (in Vacuum)

•

200,000 KM/Second in SM Fibre

•

50Microseconds per 10KM

•

Latency=1Millisecond per 200KM
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•

Sync Summary:

Low or no transaction Loss

Database is always consistent

Site failure 

-

same application recovery as power failure

Bad for long distance, affects application performance, requires

massive pipes

•

Async 

Summary

Does not affect application performance 

Bandwidth determines how up to date your data stays

(Good rule of thumb is 1MBps WIO rate needs 10Mb link)

Database is consistent if solution uses sequencing

Great long distance solution

Site failure 

–

transactions are rolled back or rolled forward
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Order your copy of “SAN for Dummies” today by 

going to 

www.

SearchStorage

.com/

SANSchool

.

Or 

by visiting your local Borders or Barnes&Noble.
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Putting it all together

•

Implementing a SAN from Server to Storage

•

Configuring your Server

’

s OS for a SAN

•

Setting up

HBAs

in your server

•

Installing SAN Switches

•

Configuring a Fabric

•

Setting up Fabric Zoning

•

Carving up Storage and Assigning

LUNs

to Servers
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SAN School

Create a detailed plan based on  your requirements:

		Budget- what’s this going to cost?

		Remote site location-how far away is far enough?

		Replication method and costs- how do I replicate my data

		Client access- how do I get to my data

		Critical records analysis-do I copy everything?

		Application dependencies- what server needs what other server?

		Staff training- does everyone know where to be, and what to do?
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Synchronous Replication

Actual View
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SAN School

		 Sync Summary:



Low or no transaction Loss

Database is always consistent

Site failure - same application recovery as power failure

Bad for long distance, affects application performance, requires massive pipes

		 Async Summary



Does not affect application performance 

Bandwidth determines how up to date your data stays

(Good rule of thumb is 1MBps WIO rate needs 10Mb link)

Database is consistent if solution uses sequencing

Great long distance solution

Site failure – transactions are rolled back or rolled forward
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SAN School

The End Result





STK Silo�


Data�


Control�


NT�


NT�


AIX�


HP Server�


Sun Server�


Mux Bridge�


Mgmt Console�


�


�


�


�


�


�


AIX�


AIX�


�


�


�


�


AIX�


7700e Disk�


7700e Disk�


NT�


�


�


�


�


�


IBM S/390�


�


�


IBM S/390�


ESCON�


FC AL Hub�


JBOD�


�


7700e Disk�


ESCON�


NT�


OPTera
Metro�


OPTera
Metro�


OPTera
Metro�


ESCON�


FC�




“Storage Area
Heriars





Search .com




STK Silo


Data


Control


NT


NT AIX


Sun Server


Mux Bridge


NT


7700e Disk


ESCON


HP Server


Mgmt Console


AIX AIX


FC AL Hub


JBOD


AIX


7700e Disk


7700e Disk


IBM S/390


ESCON


NT


OPTera


Metro


OPTera


Metro


OPTera


Metro


ESCON


IBM S/390


FC





_1128773495.ppt


“SAN guide for Dummies”

Order your copy of “SAN for Dummies” today by going to www.SearchStorage.com/SANSchool. Or by visiting your local Borders or Barnes&Noble.





“Storage Area
Heriars





Search .com







_1128773507.ppt


Coming up in Chapter 7

Putting it all together



		 Implementing a SAN from Server to Storage

		 Configuring your Server’s OS for a SAN

		 Setting up HBAs in your server

		 Installing SAN Switches

		 Configuring a Fabric

		 Setting up Fabric Zoning

		 Carving up Storage and Assigning LUNs to Servers
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SAN School

The Importance of Bandwidth and Latency

Type



Bandwidth (Speed)
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  Cable Modem





14.4 Kbps to 96Kbps
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SAN School

Speed Of Light

		300,000 KM/Second (in Vacuum)

		200,000 KM/Second in SM Fibre

		50Microseconds per 10KM

		Latency=1Millisecond per 200KM
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SAN School
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Synchronous Replication

Actual View
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SAN School

The DR plan:

Do I use host based or storage based replication

Do I use Synchronous or Asynchronous

What SAN extenders do I use? (DWDM, FCIP, iFCP, Sonnet)

What data is critical to copy? Copy everything?

How far do I need to copy my data?

How much data do I generate each day?

How fat a pipe do I need to move the data?

What is the performance impact to my Apps?

How do I do backup while in disaster mode?

Do I lease or do I buy?

Can all this stuff be outsourced?

Keeping your data safe
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SAN School

The BCP:

		Operating system choices

		Clustering technologies

		Fault tolerant hardware

		Application based recovery solutions

		VPN Technology-Stretched Network

		Web Portals to access data

		Leased compute nodes

		Data center issues

		People issues (Parking, security, etc.)



Keeping your business online
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SAN School

Crafting a SAN Based Disaster Recovery Plan

How much data do I need to copy: You should have to copy ALL your data to your disaster site only once. Once the bulk of the data is there, you only need to copy the data that changes from day to day. 



What can I afford to lose: In most cases, you cannot afford to loose ANY data. But to be realistic, some data WILL be lost in a disaster (like the in-flight transactions between the sites at the time of the disaster). Your goal should be to loose as little data as possible. 

How far does it have to go: Some companies now have to comply with new government regulations which require greater distances between production and recovery data centers than was previously required. To be on the safe side, a few hundred miles would make sense to be safe from most disasters. 

Latency and Bandwidth: The speed of your remote links will determine how much data can be copies in what time period. This is pure physics. The faster the link, the more data that can be copies in a given timeframe. Distance may your determine solution

How many servers are involved: When the data from many servers needs to be replicated for disaster recovery, host based software replication makes less and less sense. It can be more expensive to buy a software license for each server for host based replication software, than it would be to buy SAN storage arrays that have replication capabilities in hardware, and consolidate all the data from those servers into the SAN.
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SAN School

Average cost of 1 hour of downtime per industry
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SAN School Chapter 6

 Recovery Time Objective: (RTO) The amount of time that it takes to get your systems 				back online. 







Recovery Point Objective: (RPO)This is the last consistent data transaction prior to the 				disaster. If you had a disaster, how much data would be 				lost? 

The Recovery Objectives: The Two Determining Factors

Designing for Disaster Recovery
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SAN School

The difference between DR and a BCP :

The Disaster Recovery plan (DR) focuses on  getting your business back up and running after a major outage



The Business Continuance plan (BCP) focuses on keeping your business running DURING the disaster. 

The disaster plan makes sure your data is safe, the business continuance

 plan makes sure you can get to it during the disaster.
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The Risk Factors to Your Data
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What we covered in Chapter 5

Designing the SAN



*	Understanding SAN network topology

*	Choosing a SAN designs that meets your needs

*	Scaling up your SAN design

*	Designing for high availability

*	Using fault-tolerant connections

*	Tips from the trenches
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SAN School Chapter 6

Disaster Recovery Basics



		Crafting a disaster recovery plan

		Disaster recovery objectives

		Sync and Async data replication

		The importance of bandwidth, distance, and latency

		Designing the solution
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SAN School



Lesson 6: Disaster Recovery Planning http://www.searchstorage.com/SANSchool
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