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f i gu r E 3 .13     Virtual Network Manager

VLAN Tagging  One problem that a virtual network could run into is that you have mul-
tiple virtual machines using the same physical network adapter. This is where VLAN tag-
ging comes in handy. VLAN tagging allows multiple virtual machines on the same physical 
machine to use the same physical network adapter in that machine. 

External/Private/Internal Settings  When setting up your network adapters you have three 
choices. You can configure the communications to use the External setting, Internal setting, 
or the Private setting:

External  This option creates a connection from the physical adapter and the virtual 
machine. It allows a virtual machine to access the network through the network adapter.

Internal  This option allows communications between the virtualization servers and the 
virtual machines.

Private  This option provides communications only among the virtual machines and 
allows the virtual machines to talk to each other only.

PXE Boot  Hyper-V supports the Pre-Boot Execution (PXE) environment on the virtual 
network adapters that you configure. PXE booting allows a network card to be configured 
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100 Chapter 3 N Configuring Hyper-V

without the need of a hard drive or operating system. This enables the network cards to 
access a network without operating system assistance. The host network must be config-
ured to use PXE if you want to take advantage of this feature.

Virtual Machine Quarantine  One advantage to using Hyper-V on Windows Server 2008 
is that you get to use many of the services offered with the Windows Server 2008 environ-
ment. One of those services is the Network Access Protection (NAP) feature. NAP enables 
you to quarantine machines that do not meet specific network or corporate policies. The 
noncompliant machines will not be permitted to access the network until they comply with 
the organization’s policies. NAP is discussed in detail in MCTS: Windows Server 2008 
Network Infrastructure Configuration Study Guide by William Panek, Tylor Wentworth, 
and James Chellis (Sybex, 2008).

In Exercise 3.7 we will use the Virtual Network Manager to configure a network 
adapter in Hyper-V. The Virtual Network Manager is included with the Hyper-V Manager.

E x E r C i s E  3 . 7

Creating a Virtual network Connection

1. Start the Hyper-V Manager by clicking Start  Administrative Tools  Hyper-V Manager.

2. Open the Virtual Network Manager by clicking Virtual Network Manager in the right-
hand window under Actions.

3. Make sure that External is highlighted under What Type Of Virtual Network Do You 
Want To Create? and click Add.
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E x E r C i s E  3 . 7  ( c ont inue d )

4. On the New Virtual Network screen, type niC1 in the Name field. In the Connection 
Type section, make sure the External radio button is selected and then choose your 
network adapter. Click OK.

5. A warning box may appear stating that you are going to temporary lose your network 
connection while the virtual adapter is being configured. Click Yes.

6. Close the Hyper-V Manager.

We will discuss how to use and configure this new adapter we just created in Chapter 4, 
“Creating Virtual Machines.”

A solid understanding of virtual networking is critical because the virtual environment 
runs within the virtual network. Being able to create virtual adapters and set up virtual 
networking are key components of setting up a virtual environment. Now let’s take a look 
at configuring Hyper-V remotely.
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Configuring Remote Administration
When you are working on a network, it may not always be possible to go directly to the 
Hyper-V server to make changes. You may have to connect to the server remotely instead. 

In today’s world, home is just an extension of work. In many organizations, working 
from home or being available on a 24-hour basis is a requirement. The last thing you want 
to do is drive all the way to the office because a service or server is not working properly. It 
is much easier to configure remote access.

You can configure the Hyper-V server in several ways. First, you can use another server to 
connect to the Hyper-V host server (see Figure 3.14). To do this, you just install the Hyper-V 
role to the server and then connect to the other server through the Hyper-V MMC snap-in.

f i gu r E 3 .14     Connecting to a Hyper-V server

You can also install the Hyper-V Manager on the Windows Vista operating system as 
long as it has Service Pack 1 or higher installed. Once you install the Hyper-V management 
tool, it looks and feels just like the server’s version of the Hyper-V Manager. To manage 
Hyper-V from Vista, you must download the Hyper-V management tools from the Micro-
soft website:

x86 Vista Update  Go to http://www.microsoft.com/downloads/details.
aspx?FamilyID=bf909242-2125-4d06-a968-c8a3d75ff2aa&DisplayLang=en.

x64 Vista Update  Go to http://www.microsoft.com/downloads/details.
aspx?FamilyID=88208468-0ad6-47de-8580-085cba42c0c2&DisplayLang=en.

Another way you can administer a Hyper-V server remotely is through the use of the 
Remote Desktop Protocol (RDP). RDP allows you to connect directly to the Hyper-V server 
and have an RDP session with the server. When using RDP, it looks as if you are sitting in 
front of the server console. Microsoft also offers a utility called the Virtual Machine Con-
nection (vmconnect.exe) that uses the RDP protocol to establish a connection.
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To use RDP, you may have to configure your router to allow port 3389. Port 3389 is the 
standard default RDP port. To connect to the server by using RDP, you need to use a RDP 
client. RDP is included with Windows Server, Windows Vista, and Windows XP.

An organization may also use the Virtualization Windows Management Instrumenta-
tion (WMI) tool to manage, create, and configure virtual machines. Virtualization WMI 
allows an administrator to:

Manage server settingsÛN

Control the status of virtual machinesÛN

Create and configure virtual machinesÛN

Create and configure virtual networkingÛN

To use the Virtualization WMI tool, you must use a scripting utility to configure and 
create WMIs. To write the WMI scripts, you can use C/C++, the Microsoft Visual Basic 
application, or a scripting language, including Windows PowerShell. If you are new to 
scripting or need additional scripting hints, go to Microsoft’s website and visit the Script 
Center (http://www.microsoft.com/technet/scriptcenter/default.mspx).

Another utility that allows you to use scripts to configure Hyper-V is the Windows 
Remote Management (WinRM) utility. To configure Hyper-V, you can use the WinRM 
scripting objects, the WinRM command-line utility, or the Windows Remote Shell (WinRS) 
command-line utility.

No matter which way you decide to gain access remotely, one thing that you must config-
ure is the Windows Firewall (see Figure 3.15). A firewall is a hardware or software device that 
helps stop unwanted intruders from accessing you network and doing any damage. The Win-
dows Firewall application can stop you from connecting remotely if not configured properly. 
The Microsoft Firewall is included with the Windows Server 2008 operating system.

In Exercise 3.8 we will check the Windows Firewall and make sure that the Hyper-V 
and Remote Desktop Protocol (RDP) are both configured so that we can remotely connect 
to the Hyper-V server.

f i gu r E 3 .15     The Windows Firewall
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E x E r C i s E  3 . 8

Configuring the Windows firewall

1. Open the Windows Firewall by clicking Start  Control Panel  Windows Firewall.

2. When the Windows Firewall opens, click the Change Settings link.

3. Make sure the Block All Incoming Connections check box is deselected. Click the 
Exceptions tab.

4. Select the Hyper-V and Remote Desktop check boxes.

5. Click the Add Port button. In the Name field, type rdp port. In the Port Number 
field, type 3389. Select the TCP radio button and click OK.

6. Click OK and close the Windows Firewall.
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Configuring the Windows firewall

Microsoft has included the Windows Firewall application on their operating systems for 
years now. I must admit that I am not the biggest fan of using the Windows Firewall on 
client machines. Many organizations will have their clients use the Microsoft Firewall 
throughout the company. I have had many issues with this in a real-world environment.

For example, I set up a printer a few years ago for a client, and once I installed the printer, 
it would not print. I worked on it for about an hour and no matter which drivers I installed 
and no matter what I did, I could not get the printer to print. While I was pulling my hair 
out for a simple printer issue, I decided to turn off the Windows Firewall on the client 
machine. As soon as I turned it off, the printer started to print. The printer needed to be 
bi-directional with the client machine and the Windows Firewall was stopping it from 
working properly. You can configure the firewall to allow this to work, but it’s just an 
example of what can happen.

Firewalls are a must item in your organization (especially between your network and the 
Internet), but using the Windows Firewall on the client machines may cause issues when 
working with certain devices. 

I want to make sure I stress that you need to have firewalls in your organization, but 
remember, you get what you pay for. Windows Firewall is free with the operating system. 
Invest in a good network firewall to protect your organization.

Summary
To configure Hyper-V properly, it is important to understand virtual hard disks (VHDs) 
and the various configuration options. There are three VHD types: fixed size, dynamic, and 
differencing. Fixed-size VHDs have a set amount of hard disk space, and that amount does 
not change. Dynamic VHDs only use the amount of space that is currently being used for 
the VHD. Differencing disks are configured in a parent-child relationship with another disk 
that stays intact. 

Shadow copies are included with Hyper-V virtual machines, and they are called virtual 
machine snapshots. Virtual machine snapshots will take a copy of your virtual machine 
and place that copy in a specified location. 

Pass-through disk access allows Hyper-V to work without VHDs. Virtual machines can 
access a file system directly through the use of this feature. 
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Authorization Manager allows administrators to integrate role-based access control to 
applications. The System Center Virtual Machine Manager (SCVMM) is an easy-to-use 
and cost-effective application for administrators who are responsible for managing virtual 
networks. SCVMM 2008 is a single application that allows you to configure and manage 
your entire virtual environment.

Virtual networking is the way you configure your virtual environment to work on the 
physical components to allow other machines to access your virtual resources through  
the physical network. In this chapter you learned about different virtual network concepts, 
such as VLANs, virtual switches, VLAN tagging, and the communication settings. One of 
the advantages that an administrator has is the ability to configure Hyper-V remotely. 

In the next chapter we will discuss how to create and manage virtual machines.

Exam Essentials

Understand virtual hard disks (VHDs).  A VHD is a virtual hard drive that you install 
the guest operating system onto. During the installation of the guest operating system, you 
determine the size and location of the virtual hard disk that the virtual machine will use.

Be able to list the three VHD types.  There are three VHD types. Fixed-size VHDs have a 
set amount of hard disk space, and that amount does not change. Dynamic VHDs only use 
the amount of space that is currently being used for the VHD. The fixed-size VHD option 
offers better performance than the dynamic VHDs by eliminating the fragmentation asso-
ciated with a growing file. Differencing disks are configured in a parent-child relationship 
with another disk that stays intact. This allows you to change the operating system or data 
without affecting the parent disk. 

Be familiar with virtual machine snapshots.  Understand that Microsoft Hyper-V has also 
included the shadow copies advantages to your virtual machines and they are called Virtual 
Machine Snapshots. Understand that these virtual machine snapshots will take a copy of 
your virtual machine and place that copy in a specified location. Understand the recovery 
and rollback advantages of using virtual machine snapshots.

Understand pass-through disk access.  Pass-through disk access allows Hyper-V to work 
without the use of virtual hard disks (VHD). Virtual machines can access a file system 
directly, thus eliminating the need for VHDs. Be sure to know that VHDs are inaccessible 
to nonvirtualized systems due to the VHD formatting. Pass-through disk access helps solve 
this problem by allowing the virtual machine to directly access the writable file system. 
Using pass-through disk access allows you to surpass the 2040GB limitation of VHDs.

Know how to use Authorization Manager.  Authorization Manager allows you to integrate 
role-based access control to applications. This gives you the flexibility to assign application 
access to users based on their job functions. 
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Understand System Center Virtual Machine Manager.  Understand that System Center 
Virtual Machine Manager is an easy and cost-effective application for administrators that 
are responsible for managing virtual networks. Since SCVMM works with the Windows 
Server 2008 technology, understand that SCVMM allows you to configure and manipulate 
the physical and virtual machines, consolidate underutilized physical machines, and imple-
ment new virtual machines.

Know how to implement virtual networking.  Be familiar with VLANs, virtual switches, 
VLAN tagging, and the three communication settings that you can configure. Be able to set 
up a network adapter in the Virtual Network Manager tool.

Understand how to configure Hyper-V remotely.  Know how to remotely configure and 
maintain Hyper-V remotely. Understand how to configure the Windows Firewall and RDP 
settings to allow for the remote administration.
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Review Questions

1. You are the network administrator for a large organization that uses Windows Server 
2008 and Windows Vista. Your organization has decided to use Microsoft Hyper-V to help 
increase server productivity and reduce hardware costs. You have limited hard disk space 
for your Hyper-V virtual machines. How should you implement the VHDs?

A. Use fixed-size VHDs.

B. Use dynamic VHDs.

C. Use VHD differencing.

D. Use Virtual Server 2005 fixed size.

2. You are the network administrator for a large organization that has decided to use 
Hyper-V. Your manager has asked you to give a presentation on Hyper-V to all the exec-
utives. During the presentation someone asks you the maximum size of a VHD. What is 
your answer?

A. 1750GB

B. 1000GB

C. 3400GB

D. 2040GB

3. You are the network administrator for Panek Industries. Your organization has decided 
to implement Hyper-V. You have installed the Hyper-V role and you are getting ready to 
install your first virtual hard disk (VHD). During the installation of the VHD, a screen 
asks you what type of disk you want to configure. What are the three options that you have 
when installing a VHD?

A. Fixed size

B. Dynamic

C. Differencing

D. All of the above

4. You are the network administrator for a large organization that has decided to use 
Hyper-V. You decide to purchase new hardware for the installation. When setting up  
the virtual machines, you realize that you have to have nonvirtualized systems access the 
virtual machines. How would you configure the virtual machines?

A. Fixed-size VHD

B. Dynamic VHD

C. Differencing

D. Pass-through disk access
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5. You are the network administrator for a mid-sized organization that has decided to use 
Hyper-V. You are trying to determine which type of hard drives you want to set up in 
the Hyper-V environment. The hard drive must have the operating system loaded and the 
machine will need to be booted up from the drive. What type of drive would you set up?

A. SCSI drive

B. IDE drive

C. Fixed-size VHD

D. Dynamic VHD

6. You are the network administrator for a large organization that has decided to implement 
Hyper-V. Your boss is concerned about making sure the virtual machines can be recovered 
in the event of a fatal error or in the event of a rollback. What feature can you tell your boss 
about to help relieve her concerns?

A. Virtual Machine VHD Backup tool

B. Virtual machine snapshots

C. Virtual Machine Recovery tool

D. VHDMount utility

7. You are the system administrator for a mid-sized organization. You need to start giving 
sales users role-based rights to use certain applications, including ASP.NET web applica-
tions. What application can you use?

A. Application Manager

B. Virtual Machine Manager

C. Authorization Manager

D. Hyper-V Manager

8. You are the IT manager for a large organization that has decided to implement Hyper-V. 
You currently have 25 servers that are all running Microsoft Windows Server 2008 and all 
of your clients are using either Windows Vista or Windows XP. You want to consolidate  
50 percent of your servers to run as virtual machines in Hyper-V. You need to use one man-
agement utility to control the Hyper-V virtual machines. Which utility should you use?

A. System Center Hyper-V Manager

B. System Center Virtualization Manager

C. System Center Virtualization MMC

D. System Center Virtual Machine Manager

9. Your organization has decided to use SCVMM along with Hyper-V. Since you are the IT 
department head, you have been asked to give a presentation on SCVMM. During the 
conference with the IT personnel, one of the members asks you to list the advantages of 
SCVMM. Which of the following would be correct?

A. Multivendor support

B. Performance and resource optimization

C. Clustering support

D. All of the above
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10. You are the network administrator for a large organization. You have implemented Hyper-V 
and you have decided to use SCVMM. You download and are ready to install the product. 
Before installing SCVMM, what is a requirement for proper installation?

A. .NET Framework

B. Visual Basic scripting

C. PowerShell

D. Routing and Remote Access (RRAS)

11. You have been hired as a consultant by a mid-sized organization that would like to 
install Hyper-V. You install Hyper-V and decide to install SCVMM. You first have to 
install the .NET Framework before installing the SCVMM program. From where do  
you install the .NET Framework in the Windows Server 2008 operating system?

A. Control Panel

B. Add/Remove Programs

C. Server Manager

D. Programs Manager

12. You have been hired as a consultant for a small real estate office. The organization wants 
you to set up a Windows Server 2008 machine along with 25 Windows Vista clients. They 
want you to be able to support the network remotely. You have decided to use RDP to con-
nect and configure the server remotely. The office uses a small router for network connec-
tivity to the Internet. You want to configure that router to forward the RDP port to the new 
server that you set up. Which port number would you use for port forwarding? 

A. 3390

B. 3386

C. 3398

D. 3389

13. You have been hired as a consultant for a doctor’s office. The office wants you to set up 
a Windows Server 2008 machine with the Microsoft Firewall. They want you to be able 
to support Hyper-V remotely using RDP. You need to configure the firewall to allow for 
remote Hyper-V and RDP. Which two services do you have to set exceptions on in the  
Windows Firewall? 

A. Remote Desktop

B. Remote Assistance

C. Virtualization

D. Hyper-V
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14. You are the network administrator for a large organization that has decided to start using 
Hyper-V. Your organization has many programmers on staff who are good at writing 
scripts. You want to use a scripting utility to manage and maintain your Hyper-V servers. 
Which scripting utility can you use?

A. Virtualization WMD

B. Virtualization WMI

C. Virtualization WDS

D. Virtualization WWF

15. You are the network manager for a small IT department. You have hired a new adminis-
trator who is going to be responsible for managing the Hyper-V environment. You do not 
want the new administrator to work in the computer room so all of his administration will 
be done remotely. Which operating systems can you install on his machine to allow him to 
manage Hyper-V remotely? (Choose all that apply.)

A. Windows Vista with Service Pack 1

B. Windows Server 2003

C. Windows Server 2008

D. Windows XP

16. You are the network administrator for a large organization. You have decided to implement 
Hyper-V and run all of your servers as virtual machines. You purchase the new server and 
install Windows Server 2008 and Hyper-V onto the machine. You need to install the net-
work adapter card in Hyper-V. The adapter card will be the one used in the virtual machine 
that talks to the network. How would you set up the connection type?

A. External

B. Internal

C. Private

D. Network

17. You are the network administrator for a mid-sized organization that has just installed 
Hyper-V. You need to configure the network adapter for the Hyper-V console. Which 
application do you use?

A. Add/Remove Programs

B. Networking Services

C. Virtual Network Manager

D. WinNS

18. You are the operations manager for a large organization. You have decided to install Hyper-
V. After you install the Hyper-V role, you need to set up a virtual machine where the network 
card gets configured without the need of an operating system. What feature allows this?

A. PBX

B. PXE

C. PDF

D. PRT
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19. You are the network administrator for a large insurance company. Your organization has 
developed a corporate policy that requires all machines to use the IPSec security protocol. 
If the computer they are logging in from does not follow this corporate policy, they will be 
denied access to the network. What can you set up to help enforce the policy?

A. Computer Access Protection

B. Hyper-V Access Protection

C. Network Access Protection

D. Server Access Protection

20. You are the administrator for a large organization that has decided to use Hyper-V and virtual 
networking. Which of the following is not correct about Microsoft virtual networking?

A. It supports VLAN tagging.

B. It supports wireless adapters on virtual machines.

C. It supports PXE boot.

D. It supports virtual switches.
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Answers to Review Questions

1. B. Dynamic VHDs only use the amount of space that is currently being used for the VHD. 
Use this approach to set up your VHD if hard drive space is limited on your server. 

2. D. The maximum size of any virtual hard disk (VHD) is 2040GB.

3. D. You have three options when installing VHDs: fixed size, dynamic, and differencing. 
Fixed size and dynamic are the two most common settings for Hyper-V. Fixed size means 
that each VHD is set to a specific hard drive storage space and that space is taken by the 
system even if the VHD is less than what’s set. Dynamic VHDs only use the space that is 
currently being used by the VHD. So if a dynamic VHD is set to 16GB but the VHD is cur-
rently using only 10GB, then 10GB is all that is currently being used by the dynamic VHD. 
Differencing allows for a child parent relationship of VHDs.

4. D. Virtual machines can access a file system directly through the use of pass-through 
disk access, thus eliminating the need for VHDs. VHDs are inaccessible to nonvirtualized 
systems due to the VHD formatting. Pass-through disk access helps solve this problem by 
allowing the virtual machine to directly access the writable file system.

5. B. IDE hard drives are drives that the guest OS can boot from, but with an IDE drive you can 
only have four virtual disks (two disks on two controllers). You can set up 256 SCSI virtual 
disks (64 disks on four controllers), but you can’t boot up from the virtualized BIOS. 

6. B. Hyper-V allows you to set up virtual machine snapshots. Hyper-V will take a copy of 
your virtual machine and place that copy in a specified location.

7. C. Authorization Manager allows you to integrate role-based access control to applications. 
You have the flexibility to assign application access to users based on their job functions. 

8. D. System Center Virtual Machine Manager is responsible for managing virtual networks. 
SCVMM allows you to configure and manipulate the physical and virtual machines, con-
solidate underutilized physical machines, and implement new virtual machines.

9. D. All of these answers are advantages of using SCVMM. SCVMM also allows for central-
ized management of the virtual machines and includes Windows Server 2008 support.

10. A. A prerequisite for SCVMM is the installation of the .NET Framework. If this is not 
installed prior to installing SCVMM, the SCVMM installation will not complete.

11. C. The .NET Framework is required to install the SCVMM. To install the SCVMM you 
must use the Server Manager utility. The Server Manager utility is the application where 
you install all roles (including Hyper-V) along with the many features that are included 
with Windows Server 2008.

12. D. When setting up port forwarding for RDP, the standard RDP port number is 3389. 
You have the ability to change any port number, but by default this is the port that you 
need to forward.
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13. A, D. The two exceptions that you need to make when setting up the Microsoft Firewall 
are the Hyper-V and the Remote Desktop settings.

14. B. An organization may also use the Virtualization Windows Management Instrumenta-
tion (WMI) tool to manage, create, and configure virtual machines. Virtualization WMI 
allows you to manage server settings, control the status of virtual machines, create and 
configure virtual machines, and create and configure virtual networking. To use the Virtu-
alization WMI tool, you must use a scripting utility to configure and create WMIs.

15. A, C. You can use Windows Server 2008 and connect to the server through the Hyper-V 
Manager, or you can also install the Hyper-V Manager on the Windows Vista operating 
system as long as it has Service Pack 1 or higher installed. 

16. A. You have three options when setting up the communications for the network adapter: 
External, Internal, and Private. External creates a connection from the physical adapter and 
the virtual machine. This option allows a virtual machine to access the network through the 
network adapter. Internal allows communications between the virtualization servers and  
the virtual machines. Private provides communications only between the virtual machines. 
This enables the virtual machines to talk to each other only.

17. C. Microsoft’s Virtual Network Manager helps an organization set up, configure, and 
manage a virtual network. It allows you to add, remove, modify, and manage virtual net-
works from one location.

18. B. Hyper-V supports the Pre-Boot Execution (PXE) environment on the virtual network 
adapters. PXE booting allows a network card to be configured without the need of a hard 
drive or operating system. 

19. C. One advantage to using Hyper-V on Windows Server 2008 is that you get to use many 
of the services offered with the Windows Server 2008 environment. One of those services 
is the Network Access Protection (NAP) feature, which allows you to quarantine machines 
that do not meet specific network or corporate policies. The noncompliant machines will 
not be allowed to access the network until they comply with the organization’s policies.

20. B. Wireless network adapters can’t be used with Hyper-V virtual machines. You must be 
physically plugged into your network when setting up virtual networking. Your clients can 
still be wireless, but not your Hyper-V virtual machines.
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