Configuring Hyper-V

MICROSOFT EXAM OBJECTIVES COVERED
IN THIS CHAPTER:

v' Managing and Optimizing the Hyper-V Server

* This objective may include but is not limited to: VHD (vir-
tual hard disk) location, snapshot location, System Center
Virtual Machine Manager (SCVMM), Authorization Man-
ager, release key.

v Configure Virtual Networking

= This objective may include but is not limited to: Virtual Net-
work Manager tool, SCVMM, virtual switches, VLAN tagging,
external/private/internal switches.

v" Configure Remote Administration

= This objective may include but is not limited to: Hyper-V
manager on Windows Server 2008 and Windows Vista, WMI,
WinRM, firewall settings, RDP.
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Hyper-V, like any other software product, should be config-
ured after installation so that you can maximize the virtual-

- ization performance.

This chapter begins by exploring some of the Hyper-V terms and concepts needed to
configure Hyper-V. We will also discuss the configuration of virtual networking, including
how to configure your virtual and nonvirtual switches, the Virtual Network Manager, and
the System Center Virtual Machine Manager (SCVMM).

Next you will learn how to configure Hyper-V remotely using Windows Server 2008
and Windows Vista. We will cover the Microsoft Windows Firewall and Remote Desktop
Protocol (RDP). Finally, we will discuss Windows Management Instrumentation (WMI)
and Windows Remote Management (WinRM), and you will learn how using these utilities
can better help you configure and maintain your Hyper-V environment.

So let’s begin by exploring some of the tools and techniques you need to configure the
Hyper-V role properly.

Understanding the Configuration
Tools and Techniques

It is always important to configure any application properly to allow that application to work
at peak performance. Hyper-V is no different. By configuring Hyper-V, you are reducing the
chances that any problems will occur down the road.

Configuring an application can be the most important and sometimes the most difficult
task that you can complete. The time that you spend on the configuration now will be time
that you save on fixing the application later.

Hyper-V has many variables that can you configure, from the virtual hard disk to the
memory used for the virtual machine. First let’s define some terms and concepts you should
be familiar with.

Host Server (Parent Partition) The host server is the Windows Server 2008 machine that
hosts the Hyper-V role and executes the Hyper-V virtual machines. The host server is also
known as the parent partition.

Guest (Child Partition) These are the containers (virtual machines) that run the guest operat-
ing system. The virtual machines are referred to as the guest, or child, partition. These virtual
machine systems can have operating systems running other than Microsoft.
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Virtual Hard Disk (VHD) When you’re installing an OS onto a computer, you determine
the size and location of the hard disk that you want to install the operating system on. A
virtual hard disk (VHD) is the same for the virtual environment. When you install a guest
system using Hyper-V, the VHD is the hard disk space you are using for that install.

VMBus The parent and the child partitions use a new high-speed communication pro-
tocol for Hyper-V hardware called VMBus. As you learned in Chapter 1, the Microsoft
hypervisor handles the interaction between multiple virtual machines running on the same
host. VMBus handles many of the hardware communications, such as disk, networking,
video, and input/output communications.

Host Clustering To make Hyper-V more available on your network, you can install and run
the clustering role on one or more Hyper-V servers. This type of clustering is called host clus-
tering. An advantage of clustering is that if one of the servers goes down, the other servers in

the cluster take up the extra load and continue to allow the cluster to run properly. (Hyper-V

clustering is covered in full detail in Chapter 7, “Hyper-V and Failover Clusters.”)

Operating System Partitioning When setting up Hyper-V, you normally create two parti-
tions: the parent and the child partitions. The parent partition manages the memory and
virtual devices; the child partitions are the virtual machines. You can have as many child
partitions as needed, but your Hyper-V can have only one parent partition. The child parti-
tions can contain both 32-bit and 64-bit operating systems loaded on the virtual machine.

Now that you have a few basic terms and concepts down, let’s start our Hyper-V configura-
tion with VHDs.

Understanding Virtual Hard Disks

There are two main types of virtual hard disks (VHDs): fixed-size or dynamic. When set-
ting up either of these VHDs, you determine the size of the VHD, and that will represent
how large the disk will appear to the virtual machines. The maximum size that you can
choose for either VHD is 2,040GB.

Fixed-size VHDs have a set amount of hard disk space and that amount does not change.
For example, if I designate 16GB to a fixed-size VHD, then the VHD will take up all 16GB
on the hard disk immediately—regardless of how much the system is actually using.

Dynamic VHDs only use the amount of space that is currently being used for the VHD.
For example, if a dynamic VHD has 16GB allotted to it but it’s only using 7GB, only 7GB
will be used by the system. This is how you want to set up your VHD if hard drive space is
limited on your server. However, the fixed-size VHD option offers better performance by
eliminating the fragmentation associated with a growing file. Figure 3.1 shows the Choose
Disk Type screen of the New Virtual Hard Disk wizard.

When setting up your VHD, there is a third option you can choose called differencing.
A differencing disk is configured in a parent-child relationship with another disk that is left
intact. This approach allows you to change the operating system or data without affecting
the parent disk.
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FIGURE 3.1 Choosingthe VHD disk type

irtual Hard Disk Wizard

Differencing can help Hyper-V by reducing hard drive space on a host server but can
be difficult to manage due to the parent-child relationship. The parent-child relationship
may also cause performance issues. Figure 3.2 shows the Configure Disk screen of the
New Virtual Hard Disk wizard. Differencing disks will be discussed in further detail in
Chapter 4, “Creating Virtual Machines.”

FIGURE 3.2 Configuring differencing to use a parent disk

on: [ers Public\Documents iyper +\irtual Hard Disks) -
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You need to establish a default location for storing your VHDs (see Figure 3.3). Depend-
ing on your network and your hard drive setups, this can be a critical decision. Do you want
to store your VHDs locally on the server, or on the network? Keep in mind that the host
system has the ability to store VHD files on an accessible file system, internal hard drive, or
a storage area network (SAN).

FIGURE 3.3 Specifying the default storage location for VHDs

ﬁ Wirtual Machines
C:\ProgramData\MicrosoftiWindo. ..

% User

2 Keyboard

Use on the virtual machine only wh...

CTRL+ALT+LEFT ARROW
R User Credentials

Allow Default Credentials
22 Delete Saved Credentials

Mo saved credentials

Reset check boxes

This setting will be your default location for all VHDs from this point on, but you
have the ability to change the location of any VHD even after this setting is configured.
Figure 3.4 shows the installation of a new VHD and the option to change the storage
location of the VHD.

FIGURE 3.4 Setting a storage location for a new VHD

Specify Name and Location

.

on: [Cr\ProgramData\MicrosoftWindows\Hyper ¥\ =—
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Exercise 3.1 shows you how to set the default VHD file location in the Hyper-V
Manager.

Setting the Default Storage Location for VHDs
1. Choose Start » Administrative Tools » Hyper-V Manager.

2. Inthe Hyper-V Manager, click on your Computer Name, and then in the Actions pane,
click Hyper-V Server Settings

3. Inthe Hyper-V Settings dialog box, click Virtual Hard Disks.

4. Inthe field “Specify the default folder to store virtual hard disk files,” type the folder
name, such as C:\Sybex\VHD, and then click Apply.

5. Inthe Hyper-V Settings dialog box, click Virtual Machines.

6. Inthe field “Specify the default folder to store virtual machine files,” type the folder
name, such as C:\Sybex\VM, and then click OK.

49301c03.indd 72

Using Pass-Through Disk Access

You may be familiar with Microsoft’s earlier virtualization products, Windows Virtual
Server and Virtual PC. Hyper-V, Microsoft’s newest virtualization technology, has many
new features in the area of virtual machine storage. One such feature is called pass-through
disk access.

This feature allows Hyper-V to work without the use of VHDs. Virtual machines can
access a file system directly through the use of pass-through disk access, thus eliminating
the need for VHDs. VHDs are inaccessible to nonvirtualized systems due to the VHD for-
matting. Pass-through disk access helps solve this problem by allowing the virtual machine
to directly access the writable file system. Another advantage is that there is no 2040GB
limitation as with VHDs.

So here is another decision for you to make when setting up the Hyper-V storage system:

do you use pass-through disk access or VHDs? You must decide whether it’s more impor-
tant that virtual machines and applications be able to access the disk directly or that you
take advantage of the VHD features, such as VHD snapshots (discussed further in this
section), differencing, or dynamic VHDs.

After you make your decision, you have to specify how you want to show your host
disks to your guest machines. You have the ability to show your disks as either virtual ATA
devices or virtual SCSI devices (see Figure 3.5). The disk type does not have to match the
way you decide to show the disk to the guest. For example, a SCSI disk can be shown to
the guest as an IDE disk and an IDE disk can be shown as a SCSI disk.
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FIGURE 3.5 Hard disksettings
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To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the .vhd file,

L] Mame
ServerA Remaove |
5] Integration Services
All services offered
{#.| Snapshot File Location
C:'ProgramDataMicrosoft
b Automatic Start Action
Restart if previously running
T Automatic Stop Action
Save

# Management

OK I Cancel | Apply |

The requirements of the guest operating system determine how you will set the drive
types. IDE hard drives are drives that the guest system can boot from, but with an IDE
drive you can only have four virtual disks (two disks on two controllers). You can set up
256 SCSI virtual disks (64 disks on four controllers), but the system cannot boot up from
the virtualized BIOS. If you need your guest systems to have more than four disks, you
must use SCSI; if you need your guest systems to boot to the virtual disk, use IDE.

When setting up your disk types, you have the ability to use both IDE and
SCSI at the same time. If needed, you can boot off the IDE drive and use
the SCSI drives for storage or applications.

A TE

Configuring Virtual Machine Snapshots

A feature that has become common in the Microsoft Windows world is volume shadow
copies. Creating backups of open files is a challenge that all IT personnel have dealt with
in their careers. Typically, backup software can’t back up files while they are open.

13
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Microsoft includes the Shadow Copy feature with most of its newer operating systems.
Before this feature was released, if you ran your Microsoft Exchange mail server 24 hours
a day, you had to purchase a special component of your backup software to back up your
open Exchange files. Now, you can use the Shadow Copy feature to “take a picture” of
the open files and then copy the picture to a location for recoverability.

Using Hyper-V, you can enjoy the advantages of shadow copies with your virtual
machines. Hyper-V allows you to set up virtual machine snapshots. Hyper-V takes a “snap-
shot” of your virtual machine and places that copy in a specified location. Using the dialog
box shown in Figure 3.6 (see Exercise 3.2 for a step-by-step), you specify the default loca-
tion for these snapshots.

FIGURE 3.6 Snapshot File Location
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H Diskette Drive
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|5 Integration Services
All services offered
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¥ Automatic Start Action
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Save
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Having virtual machine snapshots gives you a few very important benefits. You have
a backup copy of the virtual machine in case of a crash or error, and can quickly recover
from any major problems. Also, this feature allows you to make major configuration
changes to the operating system (such as adding new software or running updates) with-
out worry. If the installation causes any problems, you can just revert back to a previous
snapshot.
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@ Real World Scenario

Configuration Changes on Your Servers

For all the years I've been in the IT field, one thing that has always amazed me about Micro-
soft is their patches and updates. | like Microsoft products and | rarely complain about how
they work, but one thing that has always bothered me is their product testing. There have
been multiple times where | have loaded a patch from Microsoft and had my computer
crash. These days, | wait until a patch or update has been out a while to make sure the bugs
are worked out before | load the patch or update onto my network computers.

Hyper-V and virtual machine snapshots can help in this situation. Having the ability to
revert back to a snapshot if a patch or update causes a problem can solve these issues.
Also, Hyper-V can help because, as mentioned in Chapters 1 and 2, you can use a Hyper-V
virtual machine environment just for testing. This way, the patches won't be placed on a
live server or workstation, and it gives you the advantage as an administrator to evaluate
the update before taking it live.

Exercise 3.2 shows you how to set the default location for your snapshots. Keep in mind
that once your snapshot is created, you can’t change the folder location unless the snapshot
is stopped.

Setting the Default Snapshot Locations
1. Select Start » Administrative Tools » Hyper-V Manager.

2. Inthe Hyper-V Manager, click on your computer name in the console tree, and then in
the Actions pane, click Hyper-V Server Settings.

3. Inthe Hyper-V Settings dialog box, click Snapshot File Location.

4. Inthe field “Specify the default folder to Virtual Machine Configuration files,” type a
folder name, such as C:\Sybex\snapshot, and then click Apply.

Hyper-V allows you to manipulate a virtual hard disk offline using a command-line
utility called VHDMount. By using VHDMount, you can work directly on an offline
VHD and do maintenance without having to power on the virtual machine.

When you use VHDMount, an undo disk is automatically created by the system. This undo
disk records any changes that are completed to the mounted drive. You can use the undo disk
to accept or reject the changes.
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Configuring Hyper-V Server Settings

We just finished setting up our default snapshot locations and our default VHD locations,
but there are many other server changes that can help optimize your Hyper-V environment.

BIOS When setting up the BIOS for your Hyper-V server, the first thing you can specify
is whether the numbers lock (Num Lock) is on or off by default when the Hyper-V server
starts (see Figure 3.7).

You can also specify the Startup Order for the operating system. This is the order that your
boot devices will be checked to start the operating system. You can boot from a CD, hard
drive, network adapter, or a floppy disk.

FIGURE 3.7 Hyper-Vserver BIOS settings

5 Memory

1024 MB
' Processor
1 Virtual processor
= [ IDE Controller 0
s Hard Drive
ServerA.vhd
= I IDE Controller 1
&# DVD Drive
None
U Network Adapter
Mot connected

T com 1

C:\ProgramData\Microsoft\Windo...
P Automatic Start Action

Restart if previously running
T8 Automatic Stop Action

Save

Memory You need to have enough memory to handle the workload of the system and
some extra for a buffer. A virtual machine only uses memory when it is either running or
is paused. To configure the memory option, you must make sure the virtual machine is
turned off.
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Processors The number of physical processors you have on your machine determines the
number of virtual processors you can set on the Hyper-V server (see Figure 3.8). Other pro-
cessor configuration options are related to resource control and process functionality. Again,
to configure these options, make sure the virtual machine is turned off.

FIGURE 3.8 Processor settings
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& B10s You can modify the number of virtual processors based on the number of processors on
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] Name ™" Limit processor functionality
Serverd
|2 Integration Services
All services offered
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C:\ProgramDataMicrosoft\Windo...
§) Automatic Start Action
Restart if previously running
i@) Automatic Stop Action
Save
oK Cancel Apply

Virtual Machine Reserve (Percentage) Here you specify how much of the hardware
resources you want to reserve for Hyper-V. This setting will guarantee that the hardware
that you reserve for Hyper-V will be available to the virtual machines.

Virtual Machine Limit (Percentage) This option allows you to define the total maxi-
mum amount of resources that the virtual machine can use. No matter how many virtual
machines are running, this setting always applies.

Relative Weight This value specifies how resources will be allocated to the current vir-
tual machine when more than one virtual machine is running. When multiple virtual
machines are running at the same time, they are all competing for the use of the machine’s
hardware resources. The Relative Weight setting helps allocate these resources to the vir-
tual machines.
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Processor Functionality This option allows you to limit the processor functionality so that
you can load an older operating system (such as Windows NT 4.0) on the virtual machine.

IDE Controller

Here you specify your hard drive or DVD drive. You have the abil-

ity to add a controller at this screen. After the drive has been attached to one of your
controllers, you can configure the hard drive to use either the virtual hard disk or the

physical hard disk.

Hard Drive In this section you configure how the virtual hard disk is linked to the virtual
machine. You can create, edit, remove, and inspect the VHD file (see Figure 3.9).

FIGURE 3.9 Harddisk configuration options
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disk iz offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not

delete the .vhd file,
Remove |

Apply.

The Network Adapter section of the server settings will be discussed later

COM Ports

in the chapter, in the section “Configuring Virtual Networking.”

This setting allows you to set up a named pipe that enables the physical

computer to communicate through the use of a virtual COM port. There are two COM
(COMT1 and COM2) ports that you can configure in Hyper-V.
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Diskette Drive This setting allows you to set up a diskette drive in the Hyper-V environment.

Name Name is the first option that you can configure under the management section.
This screen (see Figure 3.10) allows you to rename the server and also record notes about
the virtual machine.

FIGURE 3.10 The Name screen of the server settings
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Integration Services This screen (Figure 3.11) allows you to choose which services
in Hyper-V you would like to offer to the virtual machines. Table 3.1 lists some of
these services.

TABLE 3.1 |Integration Services Options

Service Explanation

Allows an administrator to properly shut down a guest
operating system by using the Virtualization Manage-
ment Console

Operating System Shutdown

Ensures that the time is synchronized between the host
system and the guest operating system

Time Synchronization
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TABLE 3.1 Integration Services Options (continued)

Service Explanation

Heartbeat Verifies that the guest operating system is working

Backup (Volume Snapshot)

properly and is not currently locked up (hung up)

Helps create a backup or snapshot of the virtual machines

FIGURE 3.11

Integration Services screen
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Automatic Start Action This screen (see Figure 3.12) allows you to configure how the
virtual machine is going to react when the physical machine is started. When the machine
starts, you can have the virtual machine either do nothing or automatically start if it was
running when the service stopped, or you can always start the virtual machine automati-
cally. You also have the ability to set an automatic start delay. A start delay can help reduce
resource contention among virtual machines.
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FIGURE 3.12 Automatic Start Action screen
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Automatic Stop Action This setting allows you to determine how the virtual machine will
shut down when the physical machine shuts down. You can choose one of three options:
Save The Virtual Machine State, Turn Off The Virtual Machine, or Shut Down The Guest

Operating System.

Release Keys

Release keys are the key combinations that release tasks. For example,

pressing Ctrl+Alt+Delete starts the Task Manager or Windows Security box (logons),

but that will not work in Hyper-V. To start the same tasks in Hyper-V, you need to press
Ctrl+Alt+End. Table 3.2 shows you some of the Windows key combinations and what the
corresponding Hyper-V key combinations are to start the same task.

TABLE 3.2 Key Combinations

Windows Key
Combination

Virtual Machine
Key Combination

Task Accomplished

Ctrl+Alt+Delete

Alt+Esc

49301c03.indd 81

Ctrl+Alt+End

Alt+Insert

Opens Task Manager or Windows
Security dialog box

Cycles through open programs
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TABLE 3.2 Key Combinations (continued)

Windows Key Virtual Machine

Combination Key Combination Task Accomplished

Ctrl+Esc Alt+Home Displays Windows Start menu

None Ctrl+Alt+Left Arrow Releases the keyboard and mouse
from virtual machine.

None Ctrl+Alt+Pause Opens virtual machine in full screen

(also releases full screen)

Setting these configuration settings will help you manage your virtual environment more
efficiently. Next, let’s take a look at setting role-based access control.

Using Authorization Manager

Authorization Manager allows you to integrate role-based access control into applications.
This gives you the flexibility to assign application access to users based on their job functions.
Since Hyper-V is a server role, you can use Authorization Manager to work with Hyper-V.
For example, users in your domain who are not administrators can still be given permissions
to create and modify virtual machines in your organization. You also have the ability to spec-
ify certain users to manage only certain virtual machines.

To set up Authorization Manager, you must first create an authorization store, where
the role-based access permissions will reside. The permissions can be stored in any one
of the following:

= Active Directory Domain Services (AD DS)

= Active Directory Lightweight Directory Services (AD LDS)
= SQL databases

= XML files

If you choose to use AD DS, the function level must be at the Windows Server 2003 level.
Function levels are discussed in detail in MCTS: Windows Server 2008 Active Directory
Configuration Study Guide by William Panek and James Chellis (Sybex, 2008).

Because Authorization Manager provides role-based access to Windows applications,
any application that needs role-based authorization can use this tool. Authorization Man-
ager gives you a centralized location to record all your assigned access and their corre-
sponding application.

After you have installed and configured Authorization Manager, you can use scripts to
control how Authorization Manager works. These scripts, called authorization rules, allow
you to configure specific control over the way access is given throughout your organization.
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@ Real World Scenario

Centralized Management

Depending on your network setup and how long you have been in the industry, you may
have been in a situation where multiple applications have had multiple sets of permission
or access. Years ago, there was no centralized application that showed you all your users
and their corresponding role-based access to applications. You would have to go applica-
tion to application and figure out which users had what access.

The problem becomes difficult when you have multiple administrators doing the same
job. Now you may have different administrators assigning different access to multiple
people. Also, if your IT department is like many around the world, your department
almost never documents anything unless it's mandatory.

This is where Authorization Manager can be helpful. Authorization Manager gives you a
centralized location for all administrators to record role-based application access.

Folks in the IT field often don't like to document IT issues or items. As a consultant and
instructor, | have heard this many times: “l don't document; if they fire me, let them figure
out their own network.” | understand what many IT people are thinking, but it is impor-
tant to document so that later you can go back and see what you did. You may fix an item
and six months later come across the same item again; documenting what you did may
save you many hours of work and frustration.

When setting up Authorization Manager’s role-based application access, there are two
categories of roles that are specifically used:

User Authorization Roles These are roles set up through Authorization Manager that are
based on the user’s job function. You configure role-based access to users to allow them

to perform their day-to-day tasks. For example, you might define an accountant role that
would include the right to authorize transactions for the organization.

Computer Configuration Roles These are roles set up through Authorization Manager
that are based on the computer’s function. You configure role-based access to a machine
for specific tasks to be done. For example, you can configure a machine so that it can be
designated as a domain controller, web server, or file server.

When setting up Authorization Manager, you can specify which groups can receive
authorization policies. The types of groups are as follows:

Windows Users and Groups This group includes the Active Directory users, computers, and
built-in group objects. The Windows users and groups are used not only for Authorization
Manager but throughout the Microsoft domain model.
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Application Group The Application group consists of users, computers, and other security
groups in Authorization Manager. This group is an Authorization Manager group only; it
is not a group of applications but a group of security objects.

LDAP Query Group This is a type of Application group whose membership is dynamic.
This group uses Lightweight Directory Access Protocol (LDAP) queries to help determine,
as needed, the membership of the group.

Basic Application Groups This is a type of Application group that is specific to Authoriza-
tion Manager. This group type allows you to specify the members of the group, but it also
allows you to specify who is not a member of the group.

Business Rule Application Group This is a type of Application group whose members are
created by a script (using VBScript or JScript, for example) at application runtime. This
group allows you the flexibility to determine the criteria of the group membership through
the use of a script.

Windows Server 2008 includes many new features for the Authorization Manager
Microsoft Management Console (MMC) snap-in:

= Authorization stores that can be stored in SQL databases, AD DS, AD LDS, or an
XML file

= Business rule groups (groups whose membership is configured by a script at applica-
tion runtime)

= Custom object pickers
= APl improvements
= Improved auditing

When you are using business and authorization rules in Authorization Manager, you
set the rules by configuring registry settings. In earlier versions the rules were enabled by
default, but this has changed in Windows Server 2008 Authorization Manager, where the
rules are disabled by default. Authorization Manager is available for all editions of Win-
dows Server 2008 in both 32- and 64-bit versions.

In Exercise 3.3 we will start using Authorization Manager by installing the MMC snap-in.
MMC is the application that all other Microsoft applications run through. For example, there
is an MMC snap-in for DNS, DHCP, and Active Directory. Knowing that most administrative
tasks run using the MMC allows you to customize and configure custom administrative con-
sole windows. Let’s say you are responsible for DNS, DHCP, and Authorization Manager; you
can configure an MMC snap-in that has all of these applications in one location.

Installing Authorization Manager

1. Start the Microsoft Management Console by clicking Start > Run. Then type MMC
and click OK.
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EXERCISE 3.3 (continued)

2. Select File » Add/Remove Snap-in.

[Console Root] 3 =100x|
&l Fle Acton Vew Favorites Window Help ISETES
New cri+n
Open... cii+o
I Actions
There are no items to show in this view. Console Root o
More Actions. »

1 Authorization Manager. msc

2 ServerManager.msc

3 virtmgmt.msc

4C:\Windows), . \compmgmt.msc

Exit

[Enables you to add snap-ns to or remove them from the snap-in consale. [ [

3. Inthe Available Snap-ins list on the left, select Authorization Manager and click the
Add button. Authorization Manager should appear in the Selected Snap-ins window
on the right. Click OK.

Add or Remove Snap-ins = x|

“You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extengible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

| Snapn || vendor = [l Console Root Edit Extensions. .
=i ActiveX Control Microsoft Cor... uthorization Manager
.Auﬂmr]zaﬁm Manager Microsoft Cor... Patizys
E?}J Certificates Microsoft Cor...
. Component Services  Microsoft Cor... T
:Q“Cnmpuher Managem... Microsoft Cor... —

i Device Manager Microsoft Cor... Mave Do
Add =

£ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_é,,f Group Policy Object ... Microsoft Cor...
iiHyp&r—\' Manager Microsoft Cor...

.g IP Security Monitor Microsoft Car...
.g IP Security Policy Ma... Microsoft Cor

[/|Link to Web Address  Microsoft Car... T ﬂ
Description:
The Authorization Manager allows you to set role-based permissions for Authorization Manager-enabled applications.

_ o | con |
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EXERCISE 3.3 (continued)

In the window on the left, click on Authorization Manager. Once it’s highlighted,

select Action » New Window From Here.

7 Console1 - [Console Root\Authorization Manager] =il
Eﬁemwzw Favorites  Window  Help ‘;Iglﬂ
4= =) | Open Autherization Store...
Actions
b No Authorization Stores Selected Authorization Manager -
More Actions 3

le Authorization Manager snap-in allows you to set role-based permissions for applications that have
len Authorization Manager enabled. To use the Authorization Manager, you must first create an
thorization store (F you are an application developer) or open an existing authorization store (if you

Help an administrator).
To open an existing authorization store, on the Action menu, dick Open Authorization Store, To create a
new autharization stare, on the Action menu, cick New Authorization Store while in developer mode.

For more information, press F1.

Opens a new window rooted at this node.

Authorization Manager should now be the only item in the window on the left.
Choose File » Save. In the File Name box, type Authorization Manager.msc. Save
the file in the Administrative Tools folder by choosing Administrative Tools from the

Save In drop-down list.
x|

(< il s
I-lsze  |~|Taos

| -] bate modified | -] Type
Mo items match your search,

Computer

Network
[

IMhun’zatiun Manager.msc d Save

IM\cmsoﬁ Management Console Files (*msc) j Cancel
“

Save as type:

6. Close all MMC windows.
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Once the installation of Authorization Manager is complete, it’s time to configure Authori-

zation Manager. One of the first things that we have to do is create a new authorization store.
To do this, we must be in the Developer mode of Authorization Manager. In Exercise 3.4 we
begin by changing the mode type and then create a new authorization store.

Configuring Authorization Manager

1.

To start the Authorization Manager, click Start > All Programs > Administrative
Tools, and then click Authorization Manager.msc.

Once the application opens, click on Authorization Manager in the window on the
left. Right-click and choose Options.

Make sure that the Developer mode radio button is selected and click OK.

options_________ |

Authorization Manager mode:

(' Developer mode
In developer mode, users can areate, deploy, and maintain
applications, Users have unrestricted access to all features,

" Administrator mode

In administrator mode, users can deploy and maintain applications.
Users have acress to all features except they cannot create new
applications and define operations.

cos

To use Authorization Manager, you must create an authorization store. Select
Action » New Authorization Store.

In the resulting dialog box, make sure the XML File and Schema Version 2.0 radio
buttons are selected. In the Store Name box, append TestStore to the end of
c:\users\Administrator\Documents\ and click OK.

New Authorization Store i x|
Select the authorization store type:

" Active Directory or Active Directory Application Mode (ADAM)
Requires Windows Server 2003 domain functional level.

& XML file
 Miosoft SQL
Select the authorization store schema:

" Schema version 1.0
A version 1.0 store may be upgraded to version 2.0.
A version 1.0 store may be accessed by dients designed for version 2.0, but will not
have access to some functionality.

% schema wersion 2.0
A version 2.0 store may not be downgraded to version 1.0

A version 2.0 store may not be accessed by dients designed for version 1.0 but al
functionality will be available to dients designed for version 2.0

Store name:

| C:\Users\Administrator\Documents TestStore Locations...

Description:

cel

i
L.
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6.
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We need to now create an Application group. On the left-hand side, click the Groups
folder under TestStore.xml. Right-click on the Groups folder and choose New Appli-
cation Group.

In the Name field, type TestGroup and make sure the Basic Application Group radio
button is selected. Click OK.

X
MName:
ITesh’.;roup
Description:
=
H
Group type:

¥ Basic Application Group
{” LDAP Query Application Group
™ Business Rule Application Group

More about Authorization Manager application aroups.

Gl |

In the center window, select and then right-click the TestGroup group and choose
Properties. Click the Members tab. In the Select Additional Members From box, make
sure that Windows And Active Directory is selected, and click the Select button.

In the Enter The Object Names To Select box, choose a user on your machine and
click the Check Names button. After the name is verified, click OK. As you can see
here, we chose the Will Panek account for this example. Click OK again when you
return to the TestGroup Properties screen.

TestGroup Properties . ﬂil
‘General Members | Exclusions |
Users and groups that are members of this group:
Name = |.Type__| Desaription
ﬂ iwill Panek(wpanek @stellacon, com) User
4| |
Remoye |
Select additional members from:
IW\ndows and Active Directory j Select...
oK cancel | py |

10. Close the Authorization Manager MMC snap-in.
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Authorization Manager can help any organization manage its virtual environment safely.
But when it comes to the virtual environment, there are many more areas that we can con-
figure to make virtualization run more efficiently. Let’s take a look at one of the utilities that
allows you to manage and configure your virtual world.

Introducing System Center Virtual Machine Manager

Microsoft has been using virtualization in the IT field for many years. To make it easier for
IT personnel to do their jobs, over the years Microsoft has released applications that use
wizards and templates.

Microsoft has also tried to improve the manageability of virtualization by implementing
System Center Virtual Machine Manager (SCVMM). SCVMM is an easy-to-use and cost-
effective application for administrators who are responsible for managing virtual networks.
Since SCVMM works with the Windows Server 2008 technology, it allows you to config-
ure and manipulate the physical and virtual machines, consolidate underutilized physical
machines, and implement new virtual machines.

One of the advantages of SCVMM is that it provides a centralized location to manage
your virtual environment. This allows administrators to manage and configure the
virtual machines from one spot. The SCVMM has many other advantages including
the following:

Windows Server 2008 Support SCVMM takes full advantage of the Windows Server 2008
operating system and its advantages, which include Hyper-V and all of its benefits along with
the Windows Server 2008 64-bit architecture. Windows Server 2008 also supports clustering
support and attack hardening.

Multivendor Virtualization Support One of the nice features of using SCVMM is the
ability to support multivendor virtualization platforms. This allows the virtual machines to
run operating systems other than Microsoft’s. This gives your organization the flexibility
to run applications that require non-Microsoft platforms.

Performance and Resource Optimization A new feature is the Performance and
Resource Optimization (PRO) utility. PRO can automatically react to failed or badly
configured components. One nice advantage of PRO is that it also works with VMware,
which allows you to manage your entire virtualized network no matter which virtualiza-
tion platform you choose.

Clustering Support SCVMM 2008 has new clustering support built in, which allows
your organization to improve its availability for managing critical virtual machines.
SCVMM can also detect Hyper-V host clusters and then manage those clusters as a
single unit.

To install SCVMM, you must first install the .NET Framework (see Exercise 3.5).
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Installing the .NET Framework

1.

© a &~ w N

7.

8.

Start the Server Manager application by clicking Start » Administrative Tools >

Server Manager.

On the left-hand side, click the Features link.

On the right-hand side, click Add Feature.

Click the .NET Framework 3.0 Features check box.

An information box appears asking whether you want to install IS as well. Click OK.

On the Select Features screen, click Next.

Add Features Wizard

F\E’ Select Features

Features

Web Server (IIS)
Role Services

Confirmation

Progress
Results

Select one or more features to install on this server,
Features:

ET Frame 0 Fi

[ Bitiocker Drive Encryption
|:| BITS Server Extensions
|:| Connection Manager Administration Kit
[] Desktop Experience
[ Failover Clustering

7| Group Policy Management (Installed)
[] Internet Printing Client
|:| Internet Storage Name Server
[] LPR Port Monitor
D Message Queuing
[ multipath 10
[] Metwork Load Balandng
[[] Peer Name Resolution Protocol
[ quality Windows Audio Video Experience
|:| Remote Assistance
[[] Remote Differential Compression

& Remote Server Administration Tools (Installed)

[[] Removable Storage Manager
|:| RPC ower HTTP Proxy
[] Simple TCP/IP Services

N S

More about features

< Previous

[

Description:

[ Microsoft .NET Framewiork 3.0

combines the power of the NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers'persanal
identity information, enable seamless
and secure communication, and
providethe ability to model arange of
business processes,

Mext > I Instsll Cancel

On the Introduction to Web Server (lIS) screen, click Next.

The Select Role Services screen appears; accept the defaults and click Next.
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(continued)

On the Confirmation screen, click Install.

91

10. On the Installation Results screen, make sure that all components installed success-
fully and click Close. Close the Server Manager application.

Add Features Wizard T

Features

Web Server {115)
Role Services

Confirmation

Progress

Results

\k% Installation Results

The following roles, role services, or features were installed successfully:

1 1warning message below

Control Panel to check for updates.
~! Web Server (II5) -Z@Z' Installation succeeded
The following role services were installed:
Web Server
Application Development
NET Extensibility
Security
Request Filtering
~| JMET Framework 3.0 Features -Z@Z' Installation succeeded
The following features were installed:
NET Framework 3.0
XPS Viewer
WCF Activation
HTTF Activation
Non-HTTP Activation

~| Windows Process Activation Service 'Z@Z' Installation succeeded

Print, e-mail, or save the installation report

< Frevious Mext> | Close I

I !'éq Windows automatic updating is not enabled. To install the latest updates, use Windows Update i

In Exercise 3.6 we will download and install SCVMM. Microsoft allows you to eval-
uate this product for 120 days. (The SCVMM will be discussed further throughout this

entire book.)

2

At the time that this book was written, the SCVMM 2008 version (vNext)
was just released in beta.
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Downloading and Installing SCVMM 2008

1. We need to download the SCVMM from Microsoft’'s website. On their web site you will
need to register for the SCVMM download. Once you get to the download area, save
the download to your computer . After the download is complete, run the SCVMM
executable. Click the Install button, and files will begin to extract.

Extracting amd64%3082\Overview png :I
Extracting amd64".3082\Prerequisites.png

Extracting amd64".3082"PrivacyStatement png

Extracting amd64"3082"ReleaseNotes png

Extracting amd64'3082\relnotes htm

Extracting amd64'3082\selfservice png

Extracting amd643082"\server png

Bxtracting amd64'3082"\setup_mainbg.png

Extracting amd64'3082"\VisitWebsite png

Extracting amd64\Microsoft. VCBO.CRT manifest

Extracting amd&4'\msi\Agent wmmAgent msi

Extracting amd64\msi\Client \wmmCliert.msi

Bxracting amd64\msi\ELUP\wmmEUP msi

BExracting amd64\msi\Server\wmmServer msi j

Destination folder
JC2\downloads\SEVMM HyperV RET Update | Brovise..

Installation progress

[ ]

el | Cancel |

2. Once the files are extracted, the System Center Virtual Machine Manager 2008 Setup
screen will appear. Click on the VMM Server setup link.

? §§/°§¥em Center

irtual Machine Manager 2008

PREPARE

Set

VMM Configuration Analyzer

Release Notes

SETUP

VMM Server

VMM Administrator Console
VMM Self-Service Portal
Local Agent

Configure Operations Manager

RESOQURCES
License Terms
Privacy Statement
Visit Our Web Site

© 2008 Microsoft Corporation. All rights reserved. Exit
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EXERCISE 3.6 (continued)

3.

5.

On the Microsoft License Terms screen, click the | Accept The Terms Of This Agreement
radio licensing button and click Next.

You will see the Customer Experience Improvement Program screen next. This screen
asks if you would like to participate in an improvement program to make the products

better. You can decide how you want to respond. Read both questions and choose one
of the radio buttons, and then click Next.

' virtual Machine Manager Server Setup

® 1x

L3
‘.-.’:1 Customer Experience Improvement Program

Hioease. Jerms Join the Customer Experience Improvement Program (CEIP) to help improve the quality,
Customer Experience reliability and performance of Microsoft products and services.
Improvement Program

# you choose to participate:

Prerequisites Check Collect anomymous information about your software and hardware configurations.

Collect anomymous information about how you use our software and services to identify trends and usage pattems

Preduct Registration

Installation Location

Microsoft will not
5QL Server Settings
Collect your name, address or any other personally idertifisble information. The information collected is anonymous
Library Share Seftings Aek you to take surveys; nor will you be contacted by a sales representative.
Installation Seftings Prompt you with additional messages that might intermupt your work
Summary of Settings ¥ Yes, | amwiling to participate anonymously in the Customer Experience Improvement Program
Installation " No. | am not willing to participate

‘You can stop participating at any time by changing a setting in Customer Experience Improvement Program Settings, found in
Administration view of the Vitual Machine Manager Administrator Console.

More about the Customer fience vement P m

VMM Privacy Statement

Previous | Next I Cancel |

At the product registration screen, enter your name and your company name if you
have one. Click Next.
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6.

7.

Chapter 3 - Configuring Hyper-V

The Prerequisites Check screen will appear next, and it will automatically check the

hardware of your machine. After it verifies that you meet the minimum requirements,

click Next.

§' Virtual Machine Manager Server Setup

@& Prerequisites Check

License Terms

Customer Experience
Improvement Program

Product Registration
Prerequisites Checlk
Installation Location
SQL Server Settings
Library Share Settings
Installation Settings
Summary of Settings

Instzliation

®x

Please wait while prerequisites are checked. To proceed, you must ensure that all
requirements are met.

+  Hardwars requirements
J Software requirements

All required software and hardware components are present.

Check Again

Previous | Next I

Cancel |

The Installation Settings screen will then ask you to choose an installation path for
the install files. Accept the defaults and click Next.
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EXERCISE 3.6 (continued)

8. The next screen asks you to either install SQL Server 2005 Express Edition or point
to a previously installed version of SQL Server 2005. Click Install SQL Server 2005
Express Edition SP2 and then click Next.

§' virtual Mach nager Server Setup B E x|
= : ®
ﬁ SQL Server Settings
Hicense T Do you want to use an existing instance of SQL Server or install Microsoft SQL Server
Customer Experience 2005 Express Edition SP2?

Improvement Program

' Install SQL Server 2005 Express Edition SP2
Database location:
|C.\Prugmm Files"Microsoft System Center Vitual Machine Manager 2008'0DB Browse... |

Product Registration

Prerequisites Check

Installation Location

e n
QL Server Setlings Use a supported version of SQL Server

Server name: I

™! Usethe following credentials

Library Share Settings

Installation Settings

User name and domain: |

Surnitiary of Seting Fomat: Domain'Usemame

Instzliation Password: I

Select or enter a SAL instance: I

Lel L«

Select or enter z database: I

I” Create a new database

Previous | Next I Cancel
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EXERCISE 3.6 (continued)

9.

10.

The Library Share Settings screen appears, which allows you to create a new library
share or use an existing one. The library share is the location of the virtual machine
library, and enables you to make resources available when creating new virtual
machines. Choose the Create A New Library Share radio button and click Next.

B’ Virtual Machine Manager Server Setup

@) Library Share Settings

B Specify a defauit share for the Virtual Machine Manager library.

Customer Experience

Improvement Program % Create a new library share

Product Registration Share name: [MSSCYMMLbrary

Prerequisites Check Share location: C:\ProgramData\Virtu...anager Library Files Change... |
Installation Location Share description: I\d’lrlua\ Machine Manager Library Files

S0L Server Settings ¥ e ) ety Wty e

Library Share Settings Shiare mame: [MSSCVMMLbrary

Installation Settings Share location C:\Documents\Virtual Machine Manager Library Fles

Summary of Settings i deecrnkort

Installation

® The Virtual Machine Manager library is & catalog of resources that can be used to create vitual machines in VMM To
be used in VMM, a file must have been added to the library share. By default, VMM contains a single library server and a
single library share, which Setup creates on the VMM server. The VMM server always remains the default library server,
4y, Adter Setup is complete, you cannot remove or relocate the default library server or its library share. So give carsful
" consideration to its location before installing the Virtual Machine Manager server.

Previous | Mext I Cancel |

The Port Assignment screen asks you to choose which port numbers you want to
use when setting up SCVMM. The default ports are 8100, 80, and 443. Port 80 is the

HTTP default setting, and port 443 is secure HTTP (HTTPS). Accept the defaults
and click Next.
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EXERCISE 3.6 (continued)

' Virtual Machine Manager Server Setup

®

—i . .
ﬂ Installation Settings

license;fermn Specify the ports for communication and the service account for the VMM server.
Customer Experience

Improvement Frogram Pors

Product Registration 8100 Communication with the VMM Administrator Cansole

Prerequisites Check 20 C on to agents on hosts -

Installation Location l““_ Fil o0 hosg e

SAL Server Setings o, g e
More sbout port assignmerts

Library Share Settings
VMM

Installation Settings
& Local system

€ Other account

Installation
User name and domain

Fommat: Domain\Usemame
Password

What account should | use?

Summary of Settings

(@) ¥ Windows Firewal is tumed on, the wizard wil attempt to add a firewal exception for each port

Provious | [_New | cancel |

11. Onthe Summary Of Settings screen, verify your settings and click the Install button.

12. After the installation, make sure the Check For The Latest Virtual Machine Manager
Updates check box is selected and then close the installation utility by clicking Close.

B virtual Machine Manager Server Setup

®

—
‘—i’ Installation

License Terms Software

Customer Experience «f  SQL Server

Improvement Program J G Sérver Tocks

Product Registration o NET Framewrk 3.0 areviously installed)
Prerequisites Check o Windows Automated Installation Kt 1.1

Installation Location «f  Viual Machin Manager Server

SQL Server Settings
Status.

Library Share Settings
nstallstion Seftings Virtual Machine Manager Server nstallation has compieted successiuly.
Summary of Seftings —
' = IV £%) Check for the latest Vitual Machine Manager updates
Installztion )
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The SCVMM utility is a major component in your virtualization toolbox. It allows you
to have one application that all administrators can use to configure your entire virtualized
infrastructure. When you are setting up virtualization, one component that you must con-
figure is your virtual network. So let’s take a look at virtual networking.

Configuring Virtual Networking

When you set up virtualization, you are creating a virtual network. Before we discuss a
virtual network, let’s explore a normal network and see how it works. This will help you
understand how a virtual network operates.

When setting up a network, you normally have a server machine and then you have
client machines. The client machines connect to the server machine to access physical
resources (files, folders, applications, etc.) or networking services (DNS, DHCP, etc.). You
need physical machines to run the server operating systems. These machines must be able
to handle the higher-end operating systems. When client machines connect to the server
systems, they normally connect using the server name or the TCP/IP address of the server.

Virtual networking works a lot like normal networking except that you don’t need as
much hardware. You instead set up virtual servers that run on your network just like physi-
cal servers. The end users (clients) cannot tell the difference between a physical server and a
virtual server.

When setting up virtual servers, you assign those virtual servers Ethernet adapters (just like
a normal server) and give those Ethernet adapters TCP/IP addresses and Media Access Con-
trol (MAC) addresses. When setting up virtual network adapters, keep in mind that you can
assign only one virtual network to a physical adapter. Also, wireless network adapters can’t be
used with Hyper-V virtual machines. You must be physically plugged into your network when
setting up virtual networking. Your clients can still be wireless but not your Hyper-V virtual
machines.

Utilities are available to help you with the configuration tasks. For example, Microsoft’s
Virtual Network Manager, shown in Figure 3.13, lets you add, remove, modify, and manage
virtual networks from one location.

When discussing virtual networking, there are a few concepts that you need to under-
stand. These concepts will not only help you set up a Hyper-V network, they are also cov-
ered in detail on the Hyper-V exam.

Virtual Local Area Network (VLAN) A virtual local area network (VLAN) refers to
the virtual network. It is the virtual network that the client machines access to get to their
resources and network services.

Virtual Switches Virtual switches help Hyper-V secure and control the network packets
that enter and exit the virtual machines. You can limit the communications to or from a
virtual machine and the VLAN. When setting up your network adapters, you can associate
a single virtual switch with that adapter.
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FIGURE 3.13 Virtual Network Manager

% Virtual Networks YA Create virtual network

What type of virtual network do you want to create?

Internal
Private

Add |

Creates a virtual network that binds to the physical network adapter so that virtual
machines can access a physical network.

More about areating virtual networks

OK I Cancel Apoly:

VLAN Tagging One problem that a virtual network could run into is that you have mul-
tiple virtual machines using the same physical network adapter. This is where VLAN tag-
ging comes in handy. VLAN tagging allows multiple virtual machines on the same physical
machine to use the same physical network adapter in that machine.

External/Private/Internal Settings When setting up your network adapters you have three

choices. You can configure the communications to use the External setting, Internal setting,
or the Private setting:

External This option creates a connection from the physical adapter and the virtual
machine. It allows a virtual machine to access the network through the network adapter.

Internal This option allows communications between the virtualization servers and the
virtual machines.

Private This option provides communications only among the virtual machines and
allows the virtual machines to talk to each other only.

PXE Boot Hyper-V supports the Pre-Boot Execution (PXE) environment on the virtual
network adapters that you configure. PXE booting allows a network card to be configured
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without the need of a hard drive or operating system. This enables the network cards to
access a network without operating system assistance. The host network must be config-
ured to use PXE if you want to take advantage of this feature.

Virtual Machine Quarantine One advantage to using Hyper-V on Windows Server 2008
is that you get to use many of the services offered with the Windows Server 2008 environ-
ment. One of those services is the Network Access Protection (NAP) feature. NAP enables
you to quarantine machines that do not meet specific network or corporate policies. The
noncompliant machines will not be permitted to access the network until they comply with
the organization’s policies. NAP is discussed in detail in MCTS: Windows Server 2008
Network Infrastructure Configuration Study Guide by William Panek, Tylor Wentworth,
and James Chellis (Sybex, 2008).

In Exercise 3.7 we will use the Virtual Network Manager to configure a network

adapter in Hyper-V. The Virtual Network Manager is included with the Hyper-V Manager.

Creating a Virtual Network Connection
1. Startthe Hyper-V Manager by clicking Start > Administrative Tools » Hyper-V Manager.

2. Open the Virtual Network Manager by clicking Virtual Network Manager in the right-
hand window under Actions.

3. Make sure that External is highlighted under What Type Of Virtual Network Do You
Want To Create? and click Add.

Virtual Network Manager - o [ 53

Vi Create virtual network

r}rr:! Mew virtual network
What type of virtual network do you want to create?

_ i |

Creates a virtual network that binds to the physical network adapter so that virtual
machines can access a physical network.

More about geating virtual networks

OK I Cancel Apgly
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EXERCISE 3.7 (continued)

4. Onthe New Virtual Network screen, type NIC1 in the Name field. In the Connection
Type section, make sure the External radio button is selected and then choose your
network adapter. Click OK.

Virtual Network Manager . = =10 %]
# Virtual Networks Lo New Virtual Network
ﬁ"; Mew virtual network
W MIci ; Name: [nic1
MNVIDIA nForce Networking Co... Tk ;I
E
— Connection type
What do you want to connect this network to?
% External:
MNVIDIA nForce Metworking Controller j
" Internal only

€ Private virtual machine network

I Enable virtual LAM identification for parent partition
[YLAN D)

The VLAM identifier spedfies the virtual LAN that the parent partition will use for al
network communications through this network adapter, This setting does not affect
virtual machine networking.

[

Remove |

More about ling virtual networks

5. A warning box may appear stating that you are going to temporary lose your network
connection while the virtual adapter is being configured. Click Yes.

6. Close the Hyper-V Manager.

We will discuss how to use and configure this new adapter we just created in Chapter 4,
“Creating Virtual Machines.”

A solid understanding of virtual networking is critical because the virtual environment
runs within the virtual network. Being able to create virtual adapters and set up virtual
networking are key components of setting up a virtual environment. Now let’s take a look
at configuring Hyper-V remotely.
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Configuring Remote Administration

When you are working on a network, it may not always be possible to go directly to the
Hyper-V server to make changes. You may have to connect to the server remotely instead.

In today’s world, home is just an extension of work. In many organizations, working
from home or being available on a 24-hour basis is a requirement. The last thing you want
to do is drive all the way to the office because a service or server is not working properly. It
is much easier to configure remote access.

You can configure the Hyper-V server in several ways. First, you can use another server to
connect to the Hyper-V host server (see Figure 3.14). To do this, you just install the Hyper-V
role to the server and then connect to the other server through the Hyper-V MMC snap-in.

FIGURE 3.14 Connecting to a Hyper-V server

HyperV Manager
53 Fle  Acton View Window Help

«=|=ldls
& FrEEEETTn

.::i;m Hyper-V Manager provides the tools and information you can use to manage a virtualization server.

View
New Window from Here

Help

HyperV TechCenter
Windows Server 2008 Technical Library
Microsoft Virtualization

You can also install the Hyper-V Manager on the Windows Vista operating system as
long as it has Service Pack 1 or higher installed. Once you install the Hyper-V management
tool, it looks and feels just like the server’s version of the Hyper-V Manager. To manage
Hyper-V from Vista, you must download the Hyper-V management tools from the Micro-
soft website:

x86 Vista Update Go to http://www.microsoft.com/downloads/details.
aspx?FamilyID=bf909242-2125-4d06-a968-c8a3d75ff2aa&DisplaylLang=en.

x64 Vista Update Go to http://www.microsoft.com/downloads/details.
aspx?FamilyID=88208468-0ad6-47de-8580-085cha42c0c2&DisplaylLang=en.

Another way you can administer a Hyper-V server remotely is through the use of the
Remote Desktop Protocol (RDP). RDP allows you to connect directly to the Hyper-V server
and have an RDP session with the server. When using RDP, it looks as if you are sitting in
front of the server console. Microsoft also offers a utility called the Virtual Machine Con-
nection (vmconnect.exe) that uses the RDP protocol to establish a connection.
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To use RDP, you may have to configure your router to allow port 3389. Port 3389 is the
standard default RDP port. To connect to the server by using RDP, you need to use a RDP
client. RDP is included with Windows Server, Windows Vista, and Windows XP.

An organization may also use the Virtualization Windows Management Instrumenta-
tion (WMI) tool to manage, create, and configure virtual machines. Virtualization WMI
allows an administrator to:

=  Manage server settings

= Control the status of virtual machines

= Create and configure virtual machines

= Create and configure virtual networking

To use the Virtualization WMI tool, you must use a scripting utility to configure and
create WMIs. To write the WMI scripts, you can use C/C++, the Microsoft Visual Basic
application, or a scripting language, including Windows PowerShell. If you are new to
scripting or need additional scripting hints, go to Microsoft’s website and visit the Script
Center (http://www.microsoft.com/technet/scriptcenter/default.mspx).

Another utility that allows you to use scripts to configure Hyper-V is the Windows
Remote Management (WinRM) utility. To configure Hyper-V, you can use the WinRM
scripting objects, the WinRM command-line utility, or the Windows Remote Shell (WinRS)
command-line utility.

No matter which way you decide to gain access remotely, one thing that you must config-
ure is the Windows Firewall (see Figure 3.15). A firewall is a hardware or software device that
helps stop unwanted intruders from accessing you network and doing any damage. The Win-
dows Firewall application can stop you from connecting remotely if not configured properly.
The Microsoft Firewall is included with the Windows Server 2008 operating system.

In Exercise 3.8 we will check the Windows Firewall and make sure that the Hyper-V
and Remote Desktop Protocol (RDP) are both configured so that we can remotely connect
to the Hyper-V server.

FIGURE 3.15 The Windows Firewall

=

Turn Windows Firewall on or Windows Firewall
off
Windows Firewall can help prevent hackers or malicious software from gaining access to your

Allow a program through computer through the Internet or netwaork,

Windows Firewall

How does a firewall help protect my computer?

@ Windows Firewall is helping to protect your computer

Windows Firewall is on. Change settings
Inbound connections that do not have an exception are blocked.

Display a netification when a program is blocked: No

MNetwork location: Domain network

What are network locations?

Seealso

Network Center
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Configuring the Windows Firewall

1.
2.

5.

6.

Open the Windows Firewall by clicking Start » Control Panel » Windows Firewall.
When the Windows Firewall opens, click the Change Settings link.

Make sure the Block All Incoming Connections check box is deselected. Click the

Exceptions tab.

Select the Hyper-V and Remote Desktop check boxes.

Click the Add Port button. In the Name field, type RDP Port. In the Port Number

* Windows Firewall Settings ] X

General Exceptions | Advanced |

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking a program?

To enable an exception, select its chedk box:

Program or port \ :l
Hyper-V

Hyper-V Management Clients

[liscst Service

Kerberos Key Distribution Center

[JKey Management Service

[INetlogon Service

[ network Discovery

[drerformance Logs and Alerts

[Jremote Administration

Remote Desktop

[Jremote Event Log Management

[Rremote Scheduled Tasks Management

[Jremote Service Management LI

Properties | Delete I

I~ Notify me when Windows Firewall blocks a new program

ok | cad | aoply

field, type 3389. Select the TCP radio button and click OK.

dd aport

Use these settings to open a port through Windows Firewall. To find the
port number and protocol, consult the documentation for the program or
service you want to use,

Name: | RDP Port

Port number: | 3389

Protocol: ~ TCP
" uop
What are the ricks of opening a port?

Click OK and close the Windows Firewall.
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@ Real World Scenario

Configuring the Windows Firewall

Microsoft has included the Windows Firewall application on their operating systems for
years now. | must admit that | am not the biggest fan of using the Windows Firewall on
client machines. Many organizations will have their clients use the Microsoft Firewall
throughout the company. | have had many issues with this in a real-world environment.

For example, | set up a printer a few years ago for a client, and once | installed the printer,
it would not print. | worked on it for about an hour and no matter which drivers | installed
and no matter what | did, | could not get the printer to print. While | was pulling my hair
out for a simple printer issue, | decided to turn off the Windows Firewall on the client
machine. As soon as | turned it off, the printer started to print. The printer needed to be
bi-directional with the client machine and the Windows Firewall was stopping it from
working properly. You can configure the firewall to allow this to work, but it’s just an
example of what can happen.

Firewalls are a must item in your organization (especially between your network and the
Internet), but using the Windows Firewall on the client machines may cause issues when
working with certain devices.

| want to make sure | stress that you need to have firewalls in your organization, but
remember, you get what you pay for. Windows Firewall is free with the operating system.
Invest in a good network firewall to protect your organization.

Summary

To configure Hyper-V properly, it is important to understand virtual hard disks (VHDs)
and the various configuration options. There are three VHD types: fixed size, dynamic, and
differencing. Fixed-size VHDs have a set amount of hard disk space, and that amount does
not change. Dynamic VHDs only use the amount of space that is currently being used for
the VHD. Differencing disks are configured in a parent-child relationship with another disk
that stays intact.

Shadow copies are included with Hyper-V virtual machines, and they are called virtual
machine snapshots. Virtual machine snapshots will take a copy of your virtual machine
and place that copy in a specified location.

Pass-through disk access allows Hyper-V to work without VHDs. Virtual machines can
access a file system directly through the use of this feature.
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Authorization Manager allows administrators to integrate role-based access control to
applications. The System Center Virtual Machine Manager (SCVMM) is an easy-to-use
and cost-effective application for administrators who are responsible for managing virtual
networks. SCVMM 2008 is a single application that allows you to configure and manage
your entire virtual environment.

Virtual networking is the way you configure your virtual environment to work on the
physical components to allow other machines to access your virtual resources through
the physical network. In this chapter you learned about different virtual network concepts,
such as VLAN:S, virtual switches, VLAN tagging, and the communication settings. One of
the advantages that an administrator has is the ability to configure Hyper-V remotely.

In the next chapter we will discuss how to create and manage virtual machines.

Exam Essentials

Understand virtual hard disks (VHDs). A VHD is a virtual hard drive that you install
the guest operating system onto. During the installation of the guest operating system, you
determine the size and location of the virtual hard disk that the virtual machine will use.

Be able to list the three VHD types. There are three VHD types. Fixed-size VHDs have a
set amount of hard disk space, and that amount does not change. Dynamic VHDs only use
the amount of space that is currently being used for the VHD. The fixed-size VHD option
offers better performance than the dynamic VHDs by eliminating the fragmentation asso-
ciated with a growing file. Differencing disks are configured in a parent-child relationship
with another disk that stays intact. This allows you to change the operating system or data
without affecting the parent disk.

Be familiar with virtual machine snapshots. Understand that Microsoft Hyper-V has also
included the shadow copies advantages to your virtual machines and they are called Virtual
Machine Snapshots. Understand that these virtual machine snapshots will take a copy of
your virtual machine and place that copy in a specified location. Understand the recovery
and rollback advantages of using virtual machine snapshots.

Understand pass-through disk access. Pass-through disk access allows Hyper-V to work
without the use of virtual hard disks (VHD). Virtual machines can access a file system
directly, thus eliminating the need for VHDs. Be sure to know that VHDs are inaccessible
to nonvirtualized systems due to the VHD formatting. Pass-through disk access helps solve
this problem by allowing the virtual machine to directly access the writable file system.
Using pass-through disk access allows you to surpass the 2040GB limitation of VHDs.

Know how to use Authorization Manager. Authorization Manager allows you to integrate
role-based access control to applications. This gives you the flexibility to assign application
access to users based on their job functions.
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Understand System Center Virtual Machine Manager. Understand that System Center
Virtual Machine Manager is an easy and cost-effective application for administrators that
are responsible for managing virtual networks. Since SCVMM works with the Windows
Server 2008 technology, understand that SCVMM allows you to configure and manipulate
the physical and virtual machines, consolidate underutilized physical machines, and imple-
ment new virtual machines.

Know how to implement virtual networking. Be familiar with VLANS, virtual switches,
VLAN tagging, and the three communication settings that you can configure. Be able to set
up a network adapter in the Virtual Network Manager tool.

Understand how to configure Hyper-V remotely. Know how to remotely configure and
maintain Hyper-V remotely. Understand how to configure the Windows Firewall and RDP
settings to allow for the remote administration.

4/10/09 1:15:17 PM



49301c03.indd 108

108

®

Chapter 3 - Configuring Hyper-V

Review Questions

You are the network administrator for a large organization that uses Windows Server
2008 and Windows Vista. Your organization has decided to use Microsoft Hyper-V to help
increase server productivity and reduce hardware costs. You have limited hard disk space
for your Hyper-V virtual machines. How should you implement the VHDs?

A. Use fixed-size VHDs.

B. Use dynamic VHDs.

C. Use VHD differencing.

D. Use Virtual Server 2005 fixed size.

You are the network administrator for a large organization that has decided to use
Hyper-V. Your manager has asked you to give a presentation on Hyper-V to all the exec-

utives. During the presentation someone asks you the maximum size of a VHD. What is
your answer?

A. 1750GB
B. 1000GB
C. 3400GB
D. 2040GB

You are the network administrator for Panek Industries. Your organization has decided

to implement Hyper-V. You have installed the Hyper-V role and you are getting ready to
install your first virtual hard disk (VHD). During the installation of the VHD, a screen
asks you what type of disk you want to configure. What are the three options that you have
when installing a VHD?

A. Fixed size

B. Dynamic

C. Differencing

D. All of the above

You are the network administrator for a large organization that has decided to use
Hyper-V. You decide to purchase new hardware for the installation. When setting up

the virtual machines, you realize that you have to have nonvirtualized systems access the
virtual machines. How would you configure the virtual machines?

A. Fixed-size VHD
B. Dynamic VHD

C. Differencing
D

Pass-through disk access
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You are the network administrator for a mid-sized organization that has decided to use
Hyper-V. You are trying to determine which type of hard drives you want to set up in
the Hyper-V environment. The hard drive must have the operating system loaded and the
machine will need to be booted up from the drive. What type of drive would you set up?

A. SCSIdrive

B. IDE drive

C. Fixed-size VHD
D. Dynamic VHD

You are the network administrator for a large organization that has decided to implement
Hyper-V. Your boss is concerned about making sure the virtual machines can be recovered
in the event of a fatal error or in the event of a rollback. What feature can you tell your boss
about to help relieve her concerns?

A. Virtual Machine VHD Backup tool
B. Virtual machine snapshots

C. Virtual Machine Recovery tool

D. VHDMount utility

You are the system administrator for a mid-sized organization. You need to start giving
sales users role-based rights to use certain applications, including ASP.NET web applica-
tions. What application can you use?

A. Application Manager

B. Virtual Machine Manager

C. Authorization Manager

D. Hyper-V Manager

You are the I'T manager for a large organization that has decided to implement Hyper-V.
You currently have 25 servers that are all running Microsoft Windows Server 2008 and all
of your clients are using either Windows Vista or Windows XP. You want to consolidate

50 percent of your servers to run as virtual machines in Hyper-V. You need to use one man-
agement utility to control the Hyper-V virtual machines. Which utility should you use?

A. System Center Hyper-V Manager

B. System Center Virtualization Manager

C. System Center Virtualization MMC

D. System Center Virtual Machine Manager

Your organization has decided to use SCVMM along with Hyper-V. Since you are the IT
department head, you have been asked to give a presentation on SCVMM. During the

conference with the I'T personnel, one of the members asks you to list the advantages of
SCVMM. Which of the following would be correct?

A. Multivendor support

B. Performance and resource optimization
C. Clustering support

D. All of the above
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13.

You are the network administrator for a large organization. You have implemented Hyper-V
and you have decided to use SCVMM. You download and are ready to install the product.
Before installing SCVMM, what is a requirement for proper installation?

A. .NET Framework
B. Visual Basic scripting
C. PowerShell

D. Routing and Remote Access (RRAS)

You have been hired as a consultant by a mid-sized organization that would like to
install Hyper-V. You install Hyper-V and decide to install SCVMM. You first have to
install the .NET Framework before installing the SCVMM program. From where do
you install the .NET Framework in the Windows Server 2008 operating system?

A.
B.
C.

D.

You have been hired as a consultant for a small real estate office. The organization wants
you to set up a Windows Server 2008 machine along with 25 Windows Vista clients. They
want you to be able to support the network remotely. You have decided to use RDP to con-
nect and configure the server remotely. The office uses a small router for network connec-
tivity to the Internet. You want to configure that router to forward the RDP port to the new
server that you set up. Which port number would you use for port forwarding?

A.
B.
C.
D.

You have been hired as a consultant for a doctor’s office. The office wants you to set up
a Windows Server 2008 machine with the Microsoft Firewall. They want you to be able
to support Hyper-V remotely using RDP. You need to configure the firewall to allow for
remote Hyper-V and RDP. Which two services do you have to set exceptions on in the

Chapter 3 - Configuring Hyper-V

Control Panel

Add/Remove Programs

Server Manager

Programs Manager

3390
3386
3398
3389

Windows Firewall?

A.

B.
C.
D

Remote Desktop
Remote Assistance
Virtualization
Hyper-V

®
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Review Questions m

You are the network administrator for a large organization that has decided to start using
Hyper-V. Your organization has many programmers on staff who are good at writing
scripts. You want to use a scripting utility to manage and maintain your Hyper-V servers.
Which scripting utility can you use?

A. Virtualization WMD
B. Virtualization WMI
C. Virtualization WDS
D. Virtualization WWF

You are the network manager for a small IT department. You have hired a new adminis-
trator who is going to be responsible for managing the Hyper-V environment. You do not
want the new administrator to work in the computer room so all of his administration will
be done remotely. Which operating systems can you install on his machine to allow him to
manage Hyper-V remotely? (Choose all that apply.)

A. Windows Vista with Service Pack 1
B. Windows Server 2003

C. Windows Server 2008

D. Windows XP

You are the network administrator for a large organization. You have decided to implement
Hyper-V and run all of your servers as virtual machines. You purchase the new server and
install Windows Server 2008 and Hyper-V onto the machine. You need to install the net-
work adapter card in Hyper-V. The adapter card will be the one used in the virtual machine
that talks to the network. How would you set up the connection type?

A. External

B. Internal

C. Private

D. Network

You are the network administrator for a mid-sized organization that has just installed

Hyper-V. You need to configure the network adapter for the Hyper-V console. Which
application do you use?

A. Add/Remove Programs

B. Networking Services

C. Virtual Network Manager
D. WinNS

You are the operations manager for a large organization. You have decided to install Hyper-
V. After you install the Hyper-V role, you need to set up a virtual machine where the network
card gets configured without the need of an operating system. What feature allows this?

A. PBX

B. PXE
C. PDF
D. PRT
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You are the network administrator for a large insurance company. Your organization has
developed a corporate policy that requires all machines to use the IPSec security protocol.
If the computer they are logging in from does not follow this corporate policy, they will be
denied access to the network. What can you set up to help enforce the policy?

A.
B.
C.
D.

Computer Access Protection
Hyper-V Access Protection
Network Access Protection

Server Access Protection

You are the administrator for a large organization that has decided to use Hyper-V and virtual
networking. Which of the following is not correct about Microsoft virtual networking?

A.

B.
C.
D

It supports VLAN tagging.
It supports wireless adapters on virtual machines.
It supports PXE boot.

It supports virtual switches.
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Answers to Review Questions

1.

10.

1.

12.

B. Dynamic VHDs only use the amount of space that is currently being used for the VHD.
Use this approach to set up your VHD if hard drive space is limited on your server.

D. The maximum size of any virtual hard disk (VHD) is 2040GB.

D. You have three options when installing VHDs: fixed size, dynamic, and differencing.
Fixed size and dynamic are the two most common settings for Hyper-V. Fixed size means
that each VHD is set to a specific hard drive storage space and that space is taken by the
system even if the VHD is less than what’s set. Dynamic VHDs only use the space that is
currently being used by the VHD. So if a dynamic VHD is set to 16GB but the VHD is cur-
rently using only 10GB, then 10GB is all that is currently being used by the dynamic VHD.
Differencing allows for a child parent relationship of VHDs.

D. Virtual machines can access a file system directly through the use of pass-through
disk access, thus eliminating the need for VHDs. VHDs are inaccessible to nonvirtualized
systems due to the VHD formatting. Pass-through disk access helps solve this problem by
allowing the virtual machine to directly access the writable file system.

B. IDE hard drives are drives that the guest OS can boot from, but with an IDE drive you can
only have four virtual disks (two disks on two controllers). You can set up 256 SCSI virtual
disks (64 disks on four controllers), but you can’t boot up from the virtualized BIOS.

B. Hyper-V allows you to set up virtual machine snapshots. Hyper-V will take a copy of
your virtual machine and place that copy in a specified location.

C. Authorization Manager allows you to integrate role-based access control to applications.
You have the flexibility to assign application access to users based on their job functions.

D. System Center Virtual Machine Manager is responsible for managing virtual networks.
SCVMM allows you to configure and manipulate the physical and virtual machines, con-
solidate underutilized physical machines, and implement new virtual machines.

D. All of these answers are advantages of using SCVMM. SCVMM also allows for central-
ized management of the virtual machines and includes Windows Server 2008 support.

A. A prerequisite for SCVMM is the installation of the NET Framework. If this is not
installed prior to installing SCVMM, the SCVMM installation will not complete.

C. The .NET Framework is required to install the SCVMM. To install the SCVMM you
must use the Server Manager utility. The Server Manager utility is the application where
you install all roles (including Hyper-V) along with the many features that are included
with Windows Server 2008.

D. When setting up port forwarding for RDP, the standard RDP port number is 3389.
You have the ability to change any port number, but by default this is the port that you
need to forward.
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A, D. The two exceptions that you need to make when setting up the Microsoft Firewall
are the Hyper-V and the Remote Desktop settings.

B. An organization may also use the Virtualization Windows Management Instrumenta-
tion (WMI) tool to manage, create, and configure virtual machines. Virtualization WMI
allows you to manage server settings, control the status of virtual machines, create and
configure virtual machines, and create and configure virtual networking. To use the Virtu-
alization WMI tool, you must use a scripting utility to configure and create WMIs.

A, C. You can use Windows Server 2008 and connect to the server through the Hyper-V
Manager, or you can also install the Hyper-V Manager on the Windows Vista operating
system as long as it has Service Pack 1 or higher installed.

A. You have three options when setting up the communications for the network adapter:
External, Internal, and Private. External creates a connection from the physical adapter and
the virtual machine. This option allows a virtual machine to access the network through the
network adapter. Internal allows communications between the virtualization servers and
the virtual machines. Private provides communications only between the virtual machines.
This enables the virtual machines to talk to each other only.

C. Microsoft’s Virtual Network Manager helps an organization set up, configure, and
manage a virtual network. It allows you to add, remove, modify, and manage virtual net-
works from one location.

B. Hyper-V supports the Pre-Boot Execution (PXE) environment on the virtual network
adapters. PXE booting allows a network card to be configured without the need of a hard
drive or operating system.

C. One advantage to using Hyper-V on Windows Server 2008 is that you get to use many
of the services offered with the Windows Server 2008 environment. One of those services
is the Network Access Protection (NAP) feature, which allows you to quarantine machines
that do not meet specific network or corporate policies. The noncompliant machines will
not be allowed to access the network until they comply with the organization’s policies.

B. Wireless network adapters can’t be used with Hyper-V virtual machines. You must be
physically plugged into your network when setting up virtual networking. Your clients can
still be wireless, but not your Hyper-V virtual machines.
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