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Checklist: Preparing to deploy Active Directory

 by Brien M. Posey, SearchWin2000.com Contributor

Don’t let your Active Directory deployment turn into a fiasco. Be prepared by knowing what to expect ahead of time. This checklist provides a step-by-step approach that will help steer you around the pitfalls, while highlighting the best practices for a successful deployment. This preparation checklist will help you plan for a trouble-free Active Directory deployment.

Note: This checklist assumes that you are upgrading an existing Windows domain.

( 1. Review the documentation:

· The first thing that you will want to do is to plan the DNS namespace. In Windows NT, each domain is an entirely self-contained entity. In Windows 2000 Server and Windows Server 2003, a domain is a part of a forest. In a forest, each domain trusts every other domain.

· When you upgrade to Windows 2000 or Windows 2003, the first domain that you upgrade is considered to be the root domain. All other domains become either parallel domains or child domains. The root domain is generally considered to be the most important domain in the organization, and you will never be able to place another domain at a higher level of the domain hierarchy than the root domain. Therefore, you should carefully consider which domain you wish to make the root domain.

· Windows NT uses basic alphanumeric domain names. Windows 2000 and 2003 use Internet-style domain names. These domain names generally include a .com suffix. You can keep your current domain names and just add the .com extension, but you should plan ahead and decide what you want your domain names to be.

( 2. Plan master operations roles:

Active Directory makes use of certain operations master roles. Some of these operations master roles are applied at the forest level and others are applied at the domain level. The forest level operation master roles will be assigned to the first domain controller that you upgrade to Windows 2000 or to Windows Server 2003. The domain level operations master roles are assigned to the first domain controller to be upgraded in each domain. However, you do have the option of transferring operations master roles to alternate domain controllers, should the chosen server be over-burdened. Generally, having a server host one or more operations master roles isn’t a big deal, but you do need to be aware of these roles should server performance become an issue. It is also extremely important that the operations master roles be assigned to servers that will be constantly available.

( 3. Do a hardware inventory on the PDC:

The first domain controller to be upgraded in each domain will be the primary domain controller (PDC). You must verify that this server has adequate hardware for running Windows 2000 or Windows Server 2003. You must also ensure that the partition containing the server’s Windows NT operating system is formatted as NTFS and that it has enough free space for the upgrade.

( 4. Designate a DNS server:
· Active Directory is completely dependant on DNS. If your organization currently has a DNS server then you will want to go ahead and add records to the server for the new domains that you will be creating.

· If you don't already have a DNS server then "setup" will install the DNS services onto the first domain controller that you upgrade. Make sure that this server has enough free resources to handle running the DNS services in addition to its normal workload. You always have the option of setting up a separate DNS server later on.

( 5. Remove Internet connection sharing:

Check to see if your network is running Internet connection sharing, and remove it if necessary. Internet connection sharing tends to interfere with DNS and DHCP functionality. If you need Internet connection sharing, try using a NAT-enabled firewall instead. 
( 6. Create a spare BDC:

Configure an old PC as a Windows NT backup domain controller (BDC) for the domain that you are about to upgrade. When you are done, unplug the PC and put it in the closet. Should anything go wrong during the upgrade, you can put this PC onto the network, promote it to PDC and use it to recover your domain. As an alternative, you can just remove an existing one from the network and put it in a closet.

( 7. Back up the PDC:

The last step before you begin the upgrade is to make a full system backup of the PDC.

( 8. Upgrade the PDC:

Install Windows 2000 or Windows Server 2003 on the PDC that you have chosen. This server will be assigned all operations master roles, and the server's domain will become the forest's root domain. When the upgrade completes, Active Directory will be installed on your network and will be running in mixed mode.

( 9. Reconfigure TCP/IP:

Reconfigure each server’s TCP/IP configuration if necessary, so that it includes a reference to the network’s DNS server.

( 10. Upgrade BDCs:

Upgrade the remaining BDCs to Windows 2000 or Windows 2003.

( 11. Switch to Native Mode:

After everything has been up and running for a few months with no problems, plug your spare BDC back into the network and let it resynchronize. Upgrade this BDC to Windows 2000 or 2003. When the upgrade completes, you can switch the domain to native mode if you like. Native mode will give the Active Directory additional functionality, but will prevent you from ever setting up another Windows NT-based domain controller within the domain.
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