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What is it

n

Long

-

overdue SP2 for XP

n

Recent SP1for Windows Server 2003

n

SP is mostly “SECURITY pack 2”

n

Lots

of cool new fixes also

n

It’s almost XP version 1.2

n

But it 

may

break a few apps, so let’s get this 

over with:



[image: image4.wmf]FOR BETTER OR WORSE, MS HAS CHANGED 

THE DEFAULT SECURITY STANCE OF XP.  

THAT MEANS THAT SOME APPS WRITTEN 

BACK BEFORE CODERS CARED ABOUT 

SECURITY MIGHT NOT WORK ANY MORE. 

IF YOU USE CUSTOM APPS OR REALLY OLD 

APPS THEN DO NOT ROLL OUT SP2 UNTIL 

YOU HAVE TESTED THEM ALL.

(Yes, I 

am

shouting.)
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Where to get it

n

Easiest way is SUS 

–

if you have a SUS server 

then it’s already on there

n

You 

can

download it, but it’s big (266 MB, 332 MB 

expanded), and 

throttled

n

http://www.microsoft.com/technet/winxpsp2/

n

Includes all patches up to MS04

-

25 (August 

security releases)

n

MS has released an SP2 disk and encourages 

people to share it with friends and family
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Data Execution Prevention

what it is

n

The really bad worms crawl in when a programmer 

creates an area in a program that’s supposed to 

receive some kind of data, 

but 

the programmer 

forgets to check the amount of data

n

If an attacker can insert an arbitrary amount of 

“data” 

–

containing code! 

–

into this buffer then the 

attacker can do really bad stuff

n

DEP tries to make Windows see this and stop it

n

How it does it is different on 32 and 64 bit systems

n

THIS is the feature that made SP2 so big!
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Data Execution Prevention

the 64

-

bit story

n

64 bitters (K8/Opteron and Itanium) have the 

ability to mark memory pages as “NX” or 

non

-

executable

n

When someone does a buffer overflow 

attack, the pages are modified… but they 

can’t run, so the worm stops!

n

MAY involve some custom code changes

n

Protects stack, paged pool, session pool
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Data Execution Prevention 

the 32

-

bit story

n

Standard 32 bit processors lack NX support

n

Instead, MS added code to the part of XP 

that executes code

n

Anything trying to run out of the stack wakes 

up Data Execution Prevention

n

Only works on OS apps by default, you can 

change that

n

Clearly affects speed a bit
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DEP control

n

Control Panel

n

System

n

Advanced

n

Performance Options

n

Top radio button is 

the default
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TCP/IP Changes

restricting raw sockets

n

“Raw sockets” let you hand

-

craft TCP, UDP 

and/or IP packets, letting you do things like 

lie about your address, or creating 

nonsensical flag combinations

n

New restrictions:  inbound raw sockets are 

unchanged, but 

outbounds

are rejected if

–

It is TCP data

–

It is UDP data containing a return address that’s 

not on the computer
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TCP/IP Changes

restricted outbound connections

n

SP2 refuses to create more than a particular 

number of incomplete outbound connections

n

The reasoning is that the only kind of 

program that would try to do this is either a 

worm or a network scanner

n

Generates a new event ID, 4226 

n

MS isn’t telling how many, and this may 

cause security scanners to fail
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TCP/IP Changes

4226 Event

n

Appears to be 10 

connections

n

Claims of a  

"

TcpNumConnections

” 

Registry hack are 

false; this cannot be 

disabled

n

Answer (bad): 

replacement 

tcpip.sys

: 

DO NOT DO THIS!
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TCP/IP Changes

loopbacks

n

The only 

loopback

address that works now is 

127.0.0.1

n

In theory other addresses in the 127 network 

should work

n

If you need it there’s a patch on the KB
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Mark 

Minasi’s

Cram Session

Questions?

Email Mark at:

Minasi_cramsession@techtarget.com
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Where to get it

		Easiest way is SUS – if you have a SUS server then it’s already on there

		You can download it, but it’s big (266 MB, 332 MB expanded), and throttled

		http://www.microsoft.com/technet/winxpsp2/

		Includes all patches up to MS04-25 (August security releases)

		MS has released an SP2 disk and encourages people to share it with friends and family
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DEP control

		Control Panel

		System

		Advanced

		Performance Options

		Top radio button is the default











Performance Options 20x|

VeualEffecs | Advanced Dat Excuton reventon |

Data Exeaution Preventon (DEP) helps protect
gainst damage from viuses and other security
threats. How does it work?

€ Turn on DEP for essential Windows programs and services
only.

 fir on DEP for sl programs and services except those 1}
select:

Add... Rerove

Your computers processor does not support hardware-based
DEP. However, Windons can use DEP software to help prevent
some types of attacks.

o | coa | sy |
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TCP/IP Changes

restricted outbound connections

		SP2 refuses to create more than a particular number of incomplete outbound connections

		The reasoning is that the only kind of program that would try to do this is either a worm or a network scanner

		Generates a new event ID, 4226 

		MS isn’t telling how many, and this may cause security scanners to fail
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TCP/IP Changes

loopbacks

		The only loopback address that works now is 127.0.0.1

		In theory other addresses in the 127 network should work

		If you need it there’s a patch on the KB
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Mark Minasi’s Cram Session

	Questions?







	Email Mark at:







	Minasi_cramsession@techtarget.com
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TCP/IP Changes

4226 Event

		Appears to be 10 connections

		Claims of a  "TcpNumConnections” Registry hack are false; this cannot be disabled

		Answer (bad): replacement tcpip.sys: DO NOT DO THIS!
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TCP/IP Changes

restricting raw sockets

		“Raw sockets” let you hand-craft TCP, UDP and/or IP packets, letting you do things like lie about your address, or creating nonsensical flag combinations

		New restrictions:  inbound raw sockets are unchanged, but outbounds are rejected if



It is TCP data

It is UDP data containing a return address that’s not on the computer
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Data Execution Prevention

the 64-bit story

		64 bitters (K8/Opteron and Itanium) have the ability to mark memory pages as “NX” or non-executable

		When someone does a buffer overflow attack, the pages are modified… but they can’t run, so the worm stops!

		MAY involve some custom code changes

		Protects stack, paged pool, session pool
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Data Execution Prevention 

the 32-bit story

		Standard 32 bit processors lack NX support

		Instead, MS added code to the part of XP that executes code

		Anything trying to run out of the stack wakes up Data Execution Prevention

		Only works on OS apps by default, you can change that

		Clearly affects speed a bit
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Data Execution Prevention

what it is

		The really bad worms crawl in when a programmer creates an area in a program that’s supposed to receive some kind of data, but the programmer forgets to check the amount of data

		If an attacker can insert an arbitrary amount of “data” – containing code! – into this buffer then the attacker can do really bad stuff

		DEP tries to make Windows see this and stop it

		How it does it is different on 32 and 64 bit systems

		THIS is the feature that made SP2 so big!
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What is it

		Long-overdue SP2 for XP

		Recent SP1for Windows Server 2003

		SP is mostly “SECURITY pack 2”

		Lots of cool new fixes also

		It’s almost XP version 1.2

		But it may break a few apps, so let’s get this over with:
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FOR BETTER OR WORSE, MS HAS CHANGED THE DEFAULT SECURITY STANCE OF XP.  THAT MEANS THAT SOME APPS WRITTEN BACK BEFORE CODERS CARED ABOUT SECURITY MIGHT NOT WORK ANY MORE. 



IF YOU USE CUSTOM APPS OR REALLY OLD APPS THEN DO NOT ROLL OUT SP2 UNTIL YOU HAVE TESTED THEM ALL.

(Yes, I am shouting.)
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Lesson 1

Intro, Data Execution Protection and stack changes








