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Internet Explorer

changes overview (there are lots!)

n

Popup killer

n

Tons of new security stuff and tighter 

defaults

n

Zone lockdown for “local machine” zone

n

File and program download prompts are 

consistent now

n

No IE 7.x slated… need SP2 to get these!
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Internet Explorer

new uniform “may I install/run?” dialog
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Internet Explorer

dialog expanded with publisher blocking feature!
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Internet Explorer

new IE security features

n

Add

-

on control

n

Binary behaviors

n

Local zone lockdown

n

IE object caching

n

Mime sniffing

n

Scripted window restrictions

n

These can all be disabled with GPs if 

necessary
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Internet Explorer

add

-

on controls

n

New dialog lets you see ActiveX controls and 

browser helpers (“add

-

ons”)

n

When a crash occurs, IE points to the add

-

on that it 

thinks caused it

n

Shows either the currently loaded add

-

ons or all of 

the ones on the computer

n

Lets you disable suspicious add

-

ons

n

IE will not load signed objects with invalid 

signatures
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Internet Explorer

Binary Behaviors and Local Zone

n

“Binary behaviors” is a class of script

-

like 

things that were being used maliciously

n

GPOs

now let you block them on particular 

sites

n

IE used to assume that files on the local hard 

disk were safe and put them in “local zone”

n

Now the Information Bar shows you what a 

local file wants to do and gets your okay
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Internet Explorer

IE Object Caching

n

Previously, one Web page could cache an 

object and a different Web page could 

access that object

n

Led to some sneaky two

-

part attacks

n

Won’t work under SP2’s IE
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Internet Explorer

Mime Sniffing

n

Related to Attachment Execution Service

n

Doesn’t necessarily believe a file’s extension

n

Looks in the file to see if it could be what it 

says it is

n

Blocks the file and warns you if it seems 

uncertain
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Internet Explorer

Scripted Windows Security Restriction

n

Another set of security improvements

n

Keep pop

-

up windows from

–

Positioning status bar, title bar, address bar off

-

screen

–

Moving themselves entirely off

-

screen

–

Removing the status bar, title bar, address bar to 

become “

chromeless

” windows

–

Completely covering their parent window 

–

popups

must live inside the parent’s chrome
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Internet Explorer

Pop

-

up Blocker

n

Quite nice and much

-

needed

n

Includes the “information bar” which lets you bring 

back a blocked pop

-

up

n

Information bar also serves as the prompt for 

installing ActiveX controls

n

Can create a “white list” of sites to allow pop

-

ups in

n

Doesn’t block many scripted pop

-

ups unfortunately
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Internet Explorer

group policies

n

In SP1, IE had 9 GP settings in the Computer 

Configuration node

n

SP2 has over 600

–

Hide items in IE

–

Pop

-

up control

–

Turn on/off window restrictions, mime sniffing, binary 

behavior, etc

–

Control security settings for each Internet zone

n

Looking at your IE options will keep you pretty busy 

as you roll out SP2!
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Mark 

Minasi’s

Cram Session

Questions?

Email Mark at:

Minasi_cramsession@techtarget.com
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Internet Explorer

Binary Behaviors and Local Zone

		“Binary behaviors” is a class of script-like things that were being used maliciously

		GPOs now let you block them on particular sites

		IE used to assume that files on the local hard disk were safe and put them in “local zone”

		Now the Information Bar shows you what a local file wants to do and gets your okay
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Internet Explorer

Pop-up Blocker

		Quite nice and much-needed

		Includes the “information bar” which lets you bring back a blocked pop-up

		Information bar also serves as the prompt for installing ActiveX controls

		Can create a “white list” of sites to allow pop-ups in

		Doesn’t block many scripted pop-ups unfortunately
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[Pop-up Window Management

[+ Allow popup windows:

‘Yo have blacked allWeb sites from cisplaying pop-up windows,
ecept those lsted below.

Adress of Web site to add
I

Allow popup windows from these Web sites:

Herove

i [

Remov= Al

[~ Seings
¥ Play a sound when a pop-up window s blocked.
I~ Block allpopup windows (even | cick.a ik to one.
¥ Show Iformation Bar when a pop-up window s bocked.
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Mark Minasi’s Cram Session

	Questions?







	Email Mark at:







	Minasi_cramsession@techtarget.com
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Mark Minasi’s Cram Session



		XP SP2





		Windows Server 2003 SP1 
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Internet Explorer

group policies

		In SP1, IE had 9 GP settings in the Computer Configuration node

		SP2 has over 600



Hide items in IE

Pop-up control

Turn on/off window restrictions, mime sniffing, binary behavior, etc

Control security settings for each Internet zone

		Looking at your IE options will keep you pretty busy as you roll out SP2!
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Internet Explorer

Mime Sniffing

		Related to Attachment Execution Service

		Doesn’t necessarily believe a file’s extension

		Looks in the file to see if it could be what it says it is

		Blocks the file and warns you if it seems uncertain
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Internet Explorer

Scripted Windows Security Restriction

		Another set of security improvements

		Keep pop-up windows from



Positioning status bar, title bar, address bar off-screen

Moving themselves entirely off-screen

Removing the status bar, title bar, address bar to become “chromeless” windows

Completely covering their parent window – popups must live inside the parent’s chrome
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Internet Explorer

IE Object Caching

		Previously, one Web page could cache an object and a different Web page could access that object

		Led to some sneaky two-part attacks

		Won’t work under SP2’s IE
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Internet Explorer

dialog expanded with publisher blocking feature!





Internet Explorer - Security Warning: x|

Do you want to installthis software?

Name: Windows Update
Publsher: Microsoft Windows Publisher

 pways instal software from "Microsoft Windows Publsher™
€ Never nstal software fom Microsoft Windows Pubisher™
& askme every tie

[2]rener options. Instal Don't Install

Vihile fies from the Internet can be useful, this fle type can potentilly harm
Your computer. Only nstal software from publshers you trust. What's the risk?
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Internet Explorer

add-on controls

		New dialog lets you see ActiveX controls and browser helpers (“add-ons”)

		When a crash occurs, IE points to the add-on that it thinks caused it

		Shows either the currently loaded add-ons or all of the ones on the computer

		Lets you disable suspicious add-ons

		IE will not load signed objects with invalid signatures
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[Manage Add-ons:
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Internet Explorer

new IE security features

		Add-on control

		Binary behaviors

		Local zone lockdown

		IE object caching

		Mime sniffing

		Scripted window restrictions

		These can all be disabled with GPs if necessary
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Internet Explorer

changes overview (there are lots!)

		Popup killer

		Tons of new security stuff and tighter defaults

		Zone lockdown for “local machine” zone

		File and program download prompts are consistent now

		No IE 7.x slated… need SP2 to get these!
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Internet Explorer

new uniform “may I install/run?” dialog





Internet Explorer - Security Warning:

Do you want to installthis software?

Name: Windows Update
Publsher: Microsoft Windows Publisher

[ e

Vihile fies from the Internet can be useful, this fle type can potentilly harm
Your computer. Only nstal software from publshers you trust. What's the risk?
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