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Windows Firewall 

XP and 2003’s Windows Firewall

n

Pre

-

SP2 systems call it “Internet Connection 

Firewall; now renamed “Windows Firewall”

n

Main items:

–

Now starts up 

before

the TCP/IP stack

–

On by default when SP2 deployed

–

Configurable from GUI, CLI, GPO

–

No effect on being a domain member

–

Will break most remote admin tools

–

Separate inside/outside domain rules possible
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Windows Firewall 

the basics

n

If you already have a personal firewall then 

you probably don’t need this

n

Only blocks incoming, uses 

stateful

packet 

inspection 

–

in other words, it only allows 

packets in that are responses to requests

n

Permits you to open particular incoming ports

n

Has been off by default… but XP SP2 

enables it


____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


[image: image5.wmf]Slide 

6

Windows Firewall

how do I know if it’s on?

n

From the GUI:

–

Control Panel / 

Network 

Connections

–

Right

-

click any 

adapter, choose 

Properties, then 

Advanced, then 

“Settings” under 

Windows 

Firewall
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Windows Firewall

how do I know if it’s on?

n

From a command line: 

netsh

firewall show state

n

Add 

enable

for verbose output

C:

\

>

netsh

firewall show state

Firewall status:

-------------------------------------

Profile                   = Standard

Operational mode          = Enable

Exception mode            = Enable
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Windows Firewall

how do I turn it on?

n

From the GUI, or from the command line with 

netsh

firewall set 

opmode

enabled

or 

netsh

firewall set 

opmode

disabled

n

From GPs at Computer Configuration / 

Admin Templates / Network / Network 

Connections / Windows Firewall / 

profilename

, “Windows Firewall: Protect all 

network connections”
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Windows Firewall

how can I turn it on?

n

One more way:  

netfw.inf

n

Appears on an SP2 CD, a new install CD, or 

(once installed) in 

\

Windows

\

INF

n

You can change it and type 

netsh

firewall 

reset

to see the changes take effect

n

See “Using the Windows Firewall INF File in 

Microsoft Windows XP Service Pack ” for 

more info
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Windows Firewall

global settings 

–

set one, you set ‘

em

all

n

Turning on the firewall on one NIC turns it on 

(or off) for all 

NICs

n

This can be annoying (e.g. with 

VMWare’s

virtual network adapters)

n

Answer:  in the firewall dialog, go to 

Advanced and un

-

check boxes for whatever 

NICs

you want to disable separately

n

I don’t know of a GPO or CLI way
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Windows Firewall

Disabling WF on one adapter
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Windows Firewall

making WF behave differently inside and outside the office

n

Wouldn’t it be great if you could turn the 

firewall 

off

when inside your intranet, but 

on

when traveling?

n

Answer: two “WF profiles,” “domain” and 

“standard”

n

Domain applies when your system is logged 

onto a domain, standard otherwise
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Windows Firewall

how does it know which profile to use?

n

Your computer remembers the DNS suffix of 

the NIC from which it got its last group policy 

info

n

It looks at every active 

NIC’s

NIC

-

specific 

DNS suffix (except SLIP/PPP connections)

n

If 

any

match the DNS suffix from that last

-

GPO

-

receiving NIC, then you’re in Domain 

mode; otherwise, it’s Standard
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Windows Firewall

using profiles from the command line

n

To turn it on outside the firewall but off 

inside:

netsh

firewall set 

opmode

mode=disable 

profile=domain

netsh

firewall set 

opmode

mode=enable 

profile=standard

q

To find out what mode WF thinks it’s in:

netsh

firewall show state
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Windows Firewall

do I want it on or off?

n

To understand that, let’s talk about how it 

works

n

Remember, it doesn’t block outgoing stuff 

and allows incoming stuff 

as long as it’s a 

response to something that you asked for

n

As your workstation initiates logons, no 

problem.  Ditto for group policies, roaming 

profiles, etc 

–

it’s all client

-

initiated
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Windows Firewall

do I want it on or off?

n

If connected directly to the Internet: yes, you 

want it on

n

If in a domain as a domain client…

–

As a client, no bad effects

–

But as a server?
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Windows Firewall

think your XP box isn’t a server?  Do you…

n

Want to ping it

n

Control a remote PC with Manage Computer

n

NET USE to C$ or any other NET 

USEs

n

Share your printer

n

Run any “remote

-

able” command like 

systeminfo.exe

or 

exec.vbs

n

Control it with Remote Desktop or Remote 

Assistance or VNC or SMS etc

n

Run Web, mail, news etc server software
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Windows Firewall

MMCs

that won’t work w/o port 445 opened

n

Certificates

n

Computer Mgmt

n

Device Manager

n

Disk Management

n

Event Viewer

n

Group Policy

n

RSOP

n

Indexing Service

n

IP Security Monitor

n

IPSec

policy

n

Local users & groups

n

Removable Storage

n

Services

n

Shared Folders

n

WMI Control

n

File sharing

Note

that if you open 445, 

then ping echoes are 

enabled automatically
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Windows Firewall

solving the remote admin problem

n

Skip 

all

remote control

n

Turn off the firewall for domain members

–

This presents problems for mobile PCs (when to 

turn it back on?) and when new worms get in

n

Open the ports that you’ll need for remote 

control

–

But understand that future worms may crawl in 

this way

–

And it’s not always clear what port #s to open 
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Windows Firewall

how to open ports

n

Opened ports are called “exceptions”

n

Create them:

–

From the GUI “Exceptions” tab

–

From the command line

–

From a group policy setting

–

Allow a particular program to open whatever 

ports it wants
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Windows Firewall

Exceptions GUI

-

style
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Windows Firewall

more detail on exceptions and profiles under CLI

n

Controlling on/off, exceptions and profiles:

–

On/off: set 

opmode

enable/disable 

–

netsh

firewall set 

opmode

enable

–

Options:  exceptions=enable/disable, 

profile=domain/standard; to use them either put them in 

order, or use mode=, exceptions=, profile=; examples:

–

netsh

firewall set 

opmode

enable 

enable

standard

OR…

–

netsh

firewall set 

opmode

mode=enable 

exceptions=enable profile=standard
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Windows Firewall

creating exceptions with the CLI

–

netsh

firewall set 

icmpsetting

type 8

enables 

all ICMP echoes

–

netsh

firewall add 

portopening

tcp

1433 

sql

enable subnet

opens 1433 just to the local 

subnet

–

netsh

firewall add 

portopening

tcp

1433 

sql

enable custom 

4.0.0.0/24,10.0.0.0/255.255.0.0,subnet

opens 

1433 just to the C net starting at 4.0.0.0, the B 

net starting at 10.0.0.0 and the local subnet
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Windows Firewall

controlling with group policies

n

All in Computer / Admin Templates / Network / 

Network Connections / Windows Firewall

n

“Protect all network connections:” turns firewall 

on/off for all network connections

n

“Do not allow exceptions:” close all ports

n

“Define program exceptions:” specify programs 

which can open ports

n

“Allow local program exceptions:” let local admin 

add

program exceptions or not (can by default)



[image: image24.wmf]Slide 

25

Windows Firewall

controlling with group policies

n

“Allow Remote Administration Exception:” 

open 135 and 445, enable ping echo, 

enables most remote admin tools 

–

most 

RPC, DCOM, WMI stuff works with this

n

This is a bit scary, but consider that you can 

be very specific about whom to accept traffic 

from

n

“Allow File/Print:” open UDP 137&138, TCP 

139&445, allow ping echoes
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Windows Firewall

controlling with group policies

n

“Allow ICMP Exceptions:” specify what you 

can do with ping and other ICMP tools.  Note 

you cannot limit this to a set of addresses

n

“Allow Remote Desktop Exception:” open 

3389, Remote Assistance works also

n

Allow UPnP Exceptions: don’t use

n

Prohibit Notifications:  when you allow a 

program to open ports, it notifies you unless 

you use this policy setting
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Windows Firewall

controlling with group policies

n

“Allow Logging:” turns on an ASCII log

n

“Prohibit 

Unicast

Response…” your system 

does a multicast or broadcast, and another 

system produces a 

unicast

response 

–

does 

Firewall drop it?  By default it will permit the 

response, as long as it occurs within 3 

seconds of the broadcast.  Recommend you 

leave it alone, as it keeps NetBIOS name 

conflict detection from working
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Windows Firewall

controlling with group policies

n

“Define Port Exceptions:” custom setting for 

rolling your own port opening

n

“Allow Local Port Exceptions” lets a local 

admin open extra ports; they can’t by default
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Windows Firewall

a note on using GPs

n

As these new GP settings don’t exist in 

earlier 

OSes

, you’ve got to be careful how 

you create them

n

Create and modify any WF

-

related 

GPOs

from an XP workstation with SP2 on it

n

Or look at KB 842933 for a patch for 2K, 

2003
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Windows Firewall

gpo

settings
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Windows Firewall

how can I turn it on?

		One more way:  netfw.inf

		Appears on an SP2 CD, a new install CD, or (once installed) in \Windows\INF

		You can change it and type netsh firewall reset to see the changes take effect

		See “Using the Windows Firewall INF File in Microsoft Windows XP Service Pack ” for more info
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Windows Firewall

think your XP box isn’t a server?  Do you…

		Want to ping it

		Control a remote PC with Manage Computer

		NET USE to C$ or any other NET USEs

		Share your printer

		Run any “remote-able” command like systeminfo.exe or exec.vbs

		Control it with Remote Desktop or Remote Assistance or VNC or SMS etc

		Run Web, mail, news etc server software
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Windows Firewall

Exceptions GUI-style





Windows Firewall

o | Bestors | Aarsd |

Windows Frewalli blocking incoming network connections, except forthe
programs and services selected below. Adding excepions lows some programs.
1o work better but might ncrease your securty sk .

Erograms and Services:

Name.
Fii 2nd Prnter Sharmg
Remote Assistance
DJRemote Desktop
DIUPHP Framework

Add Program. Add Pt Edi Dt

[ Display a potfication when Windows Firewall blocks a program

What ae the isks of allowing exceptions?

[ o ] o |
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Windows Firewall

controlling with group policies

		“Allow Remote Administration Exception:” open 135 and 445, enable ping echo, enables most remote admin tools – most RPC, DCOM, WMI stuff works with this

		This is a bit scary, but consider that you can be very specific about whom to accept traffic from

		“Allow File/Print:” open UDP 137&138, TCP 139&445, allow ping echoes
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Windows Firewall

controlling with group policies

		“Allow Logging:” turns on an ASCII log

		“Prohibit Unicast Response…” your system does a multicast or broadcast, and another system produces a unicast response – does Firewall drop it?  By default it will permit the response, as long as it occurs within 3 seconds of the broadcast.  Recommend you leave it alone, as it keeps NetBIOS name conflict detection from working
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Windows Firewall

a note on using GPs

		As these new GP settings don’t exist in earlier OSes, you’ve got to be careful how you create them

		Create and modify any WF-related GPOs from an XP workstation with SP2 on it

		Or look at KB 842933 for a patch for 2K, 2003
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Windows Firewall

gpo settings
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Windows Firewall

controlling with group policies

		“Define Port Exceptions:” custom setting for rolling your own port opening

		“Allow Local Port Exceptions” lets a local admin open extra ports; they can’t by default
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Windows Firewall

controlling with group policies

		“Allow ICMP Exceptions:” specify what you can do with ping and other ICMP tools.  Note you cannot limit this to a set of addresses

		“Allow Remote Desktop Exception:” open 3389, Remote Assistance works also

		Allow UPnP Exceptions: don’t use

		Prohibit Notifications:  when you allow a program to open ports, it notifies you unless you use this policy setting










_1176818814.ppt


Windows Firewall

 creating exceptions with the CLI

netsh firewall set icmpsetting type 8 enables all ICMP echoes

netsh firewall add portopening tcp 1433 sql enable subnet opens 1433 just to the local subnet

netsh firewall add portopening tcp 1433 sql enable custom 4.0.0.0/24,10.0.0.0/255.255.0.0,subnet opens 1433 just to the C net starting at 4.0.0.0, the B net starting at 10.0.0.0 and the local subnet
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Windows Firewall

controlling with group policies

		All in Computer / Admin Templates / Network / Network Connections / Windows Firewall

		“Protect all network connections:” turns firewall on/off for all network connections

		“Do not allow exceptions:” close all ports

		“Define program exceptions:” specify programs which can open ports

		“Allow local program exceptions:” let local admin add program exceptions or not (can by default)
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Windows Firewall

more detail on exceptions and profiles under CLI

		Controlling on/off, exceptions and profiles:



On/off: set opmode enable/disable – netsh firewall set opmode enable

Options:  exceptions=enable/disable, profile=domain/standard; to use them either put them in order, or use mode=, exceptions=, profile=; examples:

netsh firewall set opmode enable enable standard OR…

netsh firewall set opmode mode=enable exceptions=enable profile=standard
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Windows Firewall

solving the remote admin problem

		Skip all remote control

		Turn off the firewall for domain members



This presents problems for mobile PCs (when to turn it back on?) and when new worms get in

		Open the ports that you’ll need for remote control



But understand that future worms may crawl in this way

And it’s not always clear what port #s to open 
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Windows Firewall

how to open ports

		Opened ports are called “exceptions”

		Create them:



From the GUI “Exceptions” tab

From the command line

From a group policy setting

Allow a particular program to open whatever ports it wants
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Windows Firewall

MMCs that won’t work w/o port 445 opened

		Certificates

		Computer Mgmt

		Device Manager

		Disk Management

		Event Viewer

		Group Policy

		RSOP

		Indexing Service

		IP Security Monitor



		IPSec policy

		Local users & groups

		Removable Storage

		Services

		Shared Folders

		WMI Control

		File sharing



Note that if you open 445, then ping echoes are enabled automatically
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Windows Firewall

how does it know which profile to use?

		Your computer remembers the DNS suffix of the NIC from which it got its last group policy info

		It looks at every active NIC’s NIC-specific DNS suffix (except SLIP/PPP connections)

		If any match the DNS suffix from that last-GPO-receiving NIC, then you’re in Domain mode; otherwise, it’s Standard
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Windows Firewall

do I want it on or off?

		To understand that, let’s talk about how it works

		Remember, it doesn’t block outgoing stuff and allows incoming stuff as long as it’s a response to something that you asked for

		As your workstation initiates logons, no problem.  Ditto for group policies, roaming profiles, etc – it’s all client-initiated
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Windows Firewall

do I want it on or off?

		If connected directly to the Internet: yes, you want it on

		If in a domain as a domain client…



As a client, no bad effects

But as a server?
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Windows Firewall

using profiles from the command line

		To turn it on outside the firewall but off inside:



netsh firewall set opmode mode=disable profile=domain

netsh firewall set opmode mode=enable profile=standard 

To find out what mode WF thinks it’s in:

netsh firewall show state
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Windows Firewall

Disabling WF on one adapter





Windows Firewall

General | Bosptons Advanced |

- Network Connecton Seftings
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exceptons for an individual connection, select €, and then cick Seftngs:
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Windows Firewall

making WF behave differently inside and outside the office

		Wouldn’t it be great if you could turn the firewall off when inside your intranet, but on when traveling?

		Answer: two “WF profiles,” “domain” and “standard”

		Domain applies when your system is logged onto a domain, standard otherwise
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Windows Firewall

global settings – set one, you set ‘em all

		Turning on the firewall on one NIC turns it on (or off) for all NICs

		This can be annoying (e.g. with VMWare’s virtual network adapters)

		Answer:  in the firewall dialog, go to Advanced and un-check boxes for whatever NICs you want to disable separately

		I don’t know of a GPO or CLI way
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Windows Firewall 

the basics

		If you already have a personal firewall then you probably don’t need this

		Only blocks incoming, uses stateful packet inspection – in other words, it only allows packets in that are responses to requests

		Permits you to open particular incoming ports

		Has been off by default… but XP SP2 enables it
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Windows Firewall

how do I know if it’s on?

		From a command line: netsh firewall show state

		Add enable for verbose output





C:\>netsh firewall show state

Firewall status:

-------------------------------------

Profile                   = Standard

Operational mode          = Enable

Exception mode            = Enable
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Windows Firewall

how do I turn it on?

		From the GUI, or from the command line with netsh firewall set opmode enabled or netsh firewall set opmode disabled

		From GPs at Computer Configuration / Admin Templates / Network / Network Connections / Windows Firewall / profilename, “Windows Firewall: Protect all network connections”
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Windows Firewall

how do I know if it’s on?

		From the GUI:



Control Panel / Network Connections

Right-click any adapter, choose Properties, then Advanced, then “Settings” under Windows Firewall





*: Windows Firewall

General | Exceptions | Advanced |

Windows Frewalli helping to prtect your PC

Windows Frewall helps protect your computer by preverting unauthorized users.
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ignored.

@ " Off (not recommended)

Avoid using this seting. Tuming off Windows Frewal may make this
computer more vunerable o viuses and ntruders.

Windows Frewalli using your non-domain setings.
What else should | know about Windows Frewal?
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Lesson 5:

Windows Firewall
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Windows Firewall 

XP and 2003’s Windows Firewall

		Pre-SP2 systems call it “Internet Connection Firewall; now renamed “Windows Firewall”

		Main items:



Now starts up before the TCP/IP stack

On by default when SP2 deployed

Configurable from GUI, CLI, GPO

No effect on being a domain member

Will break most remote admin tools

Separate inside/outside domain rules possible








_1176818053.ppt


Mark Minasi’s Cram Session



		XP SP2



		Windows Server 2003 SP1 



 












